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NOTIFICATION
 
Islamabad, the 31st of May 2022
 
Notification No. ___/2021: In exercise of powers conferred by Section 43 of Electronic Transactions Ordinance, 2002 read with Sections 21, 22, 24 and 25 and all other relevant provisions of the Electronic Transactions Ordinance, 2002, the Electronic Certification Accreditation Certification Council hereby makes the following regulations, namely: 

Chapter I
Preliminary

1. Short title and commencement. - (1) These regulations shall be called the Security Audit Regulations, 2023. 

(2)  They shall come into force at once

(3)  These regulations shall apply to all auditors, Accredited Certification Service Providers and all such Certification Service Providers desirous of being accredited. 

2. Definitions. - (1) In these regulations, unless there is anything repugnant in the subject or context, – 

(a) “Accreditation Certificate” means a certificate granted by the Certification Council to an Accredited Certification Service Provider, Accredited Cryptography Service Provider, Accredited Signature Creation Device or an Accredited Crypto Apparatus in accordance with the Regulations prescribed from time to time;  

(b) “Accredited Certification Service Provider” means a Certification Service Provider accredited under this Ordinance to issue Accredited Certificates for the use of its certification services;

(c) “Accredited Crypto Apparatus” means the means the hardware or software or combination of both, or the ciphering facilities, used for conversion of plain text into cipher text and vice versa accredited by the Council in accordance with its Regulations;

(d) “Accredited Signature Creation Device” or “ASCD” means a Signature Creation Device accredited by the Council;

(e) “Approved Auditors’ List” shall mean the list of auditors registered with the Certification Council to provide independent third-party auditing services;

(f) “Audit” shall mean the assessment of the security of the systems, Cryptography Services, security procedures and infrastructure of a Certification Service Provider for the provision of certification services, as per the standards, processes, procedures and guidelines prescribed by the Certification Council, to meet the obligations under the Ordinance or other regulations for any reason(s) as may be determined by the Certification Council;

(ca) 	"Audit Report" means Audit report duly submitted by an Auditor in the prescribed manner in accordance with these Regulations;

(g) “Auditing Services” shall mean the provision of or conduct of an Audit under these regulations;

(h) “Auditor” shall mean the person conducting a Security Audit of a Certification Service Provider, security procedure and certification services, Signature Creation Devices or Crypto Apparatus as per standards, processes, procedures and guidelines, prescribed by the Certification Council and registered under these regulations;

(i) “Certificate” means a certificate issued, where context permits, either -
(i) 	by a Certification Service Provider for the purpose of confirming the authenticity or integrity or both, of the information contained therein, of an electronic document or of an electronic signature, Advanced Electronic Signature, Accredited Electronic Signature or Qualified Electronic Signature in respect of which it is issued and has not been suspended or revoked; or
(ii) 	by the Certification Council to a Certification Service Provider for the purpose of confirming the authenticity or integrity or both, of the information contained therein, of an electronic document or of an advanced electronic signature in respect of which it is issued and has not been suspended or revoked; or
(iii) 	by the Certification Council to a Crypto Apparatus, Cryptography Service Provider or Signature Creation Device; 

(j) “Certification Council” means the Electronic Certification Accreditation Council established under Section 18 of the Ordinance;

(k) “Certification Services” shall mean to include cryptography services for the purpose of creation, generation, verification, and validation of Electronic Signatures,  Advanced Electronic Signatures, Accredited Electronic Signature or Qualified Electronic Signature and certificates related to the same, electronic time stamps for Electronic Signatures, Advanced electronic signature, accredited electronic signature or qualified electronic signature and electronic documents provided for remuneration as prescribed under the Regulations; 

(l) “Certification Service Provider” shall mean a legal person(s) who provides certification services either as an accredited (where context permits) or unaccredited certification service provider; 

(m) “Crypto Apparatus” means the hardware or software or combination of both, or the ciphering facilities, used for conversion of plain text into cipher text and vice versa;

(n) “Cryptography Services” may include Certification Services and the services, using any software or hardware or combination of both:
(i) To provide identity, integrity and source authentication services;
(ii) To undertake identity transactions;
(iii) To provide and verify Electronic Signatures, Advanced Electronic Signature, Accredited Electronic Signature or Qualified Electronic Signature services;
(iv) To encrypt/decrypt data for confidentiality;
(v) To generate random bits;
a. For key generation;
b. For key derivation;
c. For key wrapping;
(vi) For other uses specified or permitted by the Council;

(o) “Cryptography Service Provider” shall mean a legal person(s) who provides cryptography services and shall include such legal persons who use Accredited Crypto Apparatus; 

(p) “Electronic Document” includes documents, records, information, communications, certificates or transactions in electronic form; 

(q) “Evaluation” shall mean the assessment of the security of the Crypto Apparatus or Signature Creation Device by an Evaluation Lab licensed under these Regulations to meet the obligations under the Ordinance or other regulations for other reasons as may be determined by the Certification Council; 

(r) “Evaluation Lab” means the lab authorized by the Certification Council to conduct Evaluation;

(ha) 	"Evaluation Report" means Evaluation report duly submitted by an Evaluation Lab in the prescribed manner in accordance with these Regulations
(s) “Foreign Auditor” shall mean any internationally accredited Web-Trust Practitioner (or equivalent as approved by the Certification Council) registered by the Certification Council for conducting a Web-Trust (or equivalent as approved by the Certification Council) audit of the Certification Service Provider;
(t) “Foreign Certification Service Provider” shall mean a Certification Service Provider whose installed systems including any hardware or software for the provision of certification services are geographically located outside Pakistan;
(u) “Identity Information” means any information that relates to the identification of any natural or legal person; 
(v) “Identity Transaction” means any transaction or communication that is able to establish the relationship between the identity information and the natural or legal person to whom it relates;
(w) “Ordinance” shall mean the Electronic Transactions Ordinance 2002;
(x) “Signature Creation Device” means a hardware based device used to create an Advanced Electronic Signature on an electronic document; “standards” means the security standards prescribed by the Certification Council in the Certification Service Providers’ Accreditation Regulations, 2023, Crypto Apparatus Accreditation Regulations 2023 and the auditing standards prescribed by the Certification Council;

(2) Words and expressions used but not defined in these regulations shall have the same meaning as assigned to them in the Ordinance, the Pakistan Telecommunication (Re-Organization) Act, 1996 and the Prevention of Electronic Crimes Act 2016, any rules or regulations made thereunder specifically Certification Service Providers’ Accreditation Regulations, 2023 and Crypto Apparatus Accreditation Regulations, 2023.

Chapter II
Registration of Auditor 

3. Application: - (1) Any person desirous of getting registered with the Certification Council for conducting Evaluation of Crypto Apparatus under the Crypto Apparatus Accreditation Regulations 2023, Evaluation of Signature Creation Device or Audit of Certification Service Providers in terms of Certification Service Providers’ Accreditation Regulations, 2023 or other applicable laws shall file an application in accordance with Schedule III of these regulations. 

4. Submission of Application: - (1) All applications for the registration and renewal of registration of auditors shall be addressed to the Registrar of the Certification Council along with the payment prescribed in Schedule I and the form prescribed in Schedule III.

(2) The auditor desirous of getting registered with the Certification Council shall provide the following proofs to the Certification Council along with its application:

(a) Declaration relating to any affiliation with any of the global audit or evaluation firms;
(b) Declaration along with proofs of experience/specialization in the type of auditing or evaluation services as per Standards mentioned in Schedule-II. 
(c) Prior experience especially in providing auditing or evaluation services in the form specified in Schedule III for the last five (05) years;
(d) Number of professional auditors as per sub clause (1) (f) of Clause 5;
(e) List of assignments along with names of clients which may raise concerns as to independence or conflict of interest;
(f) Declaration to disclose any conflict of interest;
(g) Other documents required under these regulations;
(h) Performance guarantee as prescribed in Schedule-I; 
(i) Affidavits on stamp paper for all declarations under the Regulations specifically Clause 5(1)(c), Clause 11 and Clause 16;
(j) Details about the Evaluation Lab in accordance with the standards prescribed by the Certification Council from time to time.; and
(k) Documents as per Clause 5 of this Regulations.

(3) Auditor shall be bound to provide only such services through Electronic Certification Accreditation Certification Council, that have been listed in their application and proofs of experience/specialization has been provided.

(4) The Certification Council may require the auditor to provide additional information or documents to substantiate the claims made in the application. 

5. [bookmark: _Ref120559721]Qualification of auditors: - (1) An auditor seeking to be registered with the Certification Council under these regulations and for providing auditing services shall meet the following criteria:	Comment by faisal imtiaz: Local auditor must be a Pakistani Citizen with requirement of security clearance from the Council’s prescribed agency/department or possibility of background check.

Similarly for Foreign Auditor, security clearance from their relevant government agency would be required and background check may be requested as per Council’s decision.

(a) In case of a natural person, they must have a minimum of HEC recognized 16-years of education in the field of Cyber Security, Information Security, or relevant fields such as Computer Science or Engineering with relevant verifiable certification(s) or experience or any other related field as the Certification Council may determine. In case of a legal person, they must comply with the minimum permanent employee or partner requirement as specified in sub-clause (f);
(b) In case of a natural person, he must have knowledge and must have demonstrated experience of at least five (05) years in the field of information security or information security auditing. In case of a legal person, he must comply with the minimum permanent employee or partner requirement as specified in sub-clause (f);
(c) The auditor, its employees, partners etc. shall meet the acceptable professional standards relating to integrity, professionalism etc. and must not be involved in any case of fraud, dishonesty, corruption or any case of moral turpitude;
(d) In case of a legal person i.e. a firm or company, the legal person must be permitted under the relevant laws or constitutive documents to provide the auditing services;
(e) In case of a legal person i.e. a firm or company, the legal person must be a going concern with no pending or threatened legal proceedings relating to its solvency etc;
(f) Auditors registered may be placed in one of the following categories:

	Category of Auditor
	Minimum No. of Auditors
	Description

	Cat-I
	Three
	Company/Organization

	Cat-II
	Two
	Partnership 

	Cat-III
	One
	Individual 

	Cat-IV
	Three
	WebTrust Practitioner

	Cat-V
	Three
	Evaluation Lab (for Crypto Apparatus and Signature Creation Devices)



(2)	The auditor shall have the ability to conduct an Audit and/or Evaluation in line with the criteria specified in the Schedule II of these Regulations.

(3) 	An individual auditor registered with Certification Council may also get registered as an auditor in a partnership firm or a company.

6. Foreign Auditors: - (1) In the case of a Foreign Certification Service Provider, where a local Auditor may not be appointed, the Certification Council may appoint a Foreign Auditor from the Approved Auditors’ List for conducting the Audit prior to grant of the cross-certification, accreditation or its renewal to a Certification Service Provider. 
(2) The Certification Council may, on an application made by a natural or legal person for empanelment in the Approved Auditors’ List, register a foreign auditor if it is satisfied (by provision of the relevant documents) that:
(a) The applicant is accredited, registered or has the relevant approvals from their country of registration (or region, where applicable) for providing auditing services;
(b) Where applicable, the applicant has been ranked as a high category auditor in their country / region of registration;
(c) The foreign auditor is required, under the law or the regulatory requirements of the jurisdiction where the foreign auditor is registered and verifiable, to comply with requirements for maintaining ongoing competence, and that those requirements are equivalent to, or as satisfactory as, the requirements under these regulations or the standards acceptable to and/or prescribed by the Certification Council; and
(d) The foreign auditor’s practice is subject to review arrangements that are equivalent to, or as satisfactory as, the quality review arrangements under these regulations or the standards acceptable to and/or prescribed by the Certification Council; and
(e) The systems, policies, and procedures of the person’s practice are satisfactory in terms of—
(i) Promoting compliance with the requirements imposed by or under these regulations or other relevant laws and regulations; 
(ii) Promoting compliance with auditing and assurance standards; 
(iii) Promoting reasonable care, diligence, and skill in the carrying out of audits; and
(iv) The foreign auditor and its personnel are otherwise a fit and proper person to hold a licence.

(3) The foreign auditor seeking to be added to the Approved Auditor’s List shall submit a performance guarantee as per Schedule-I. All other provisions relating to the registration application of domestic auditors shall apply mutatis mutandis to foreign auditors.

(4) The provisions relating to the revocation, suspension, renewal etc. of the applications of domestic Auditor shall apply mutatis mutandis to Foreign Auditors.

7. Assessment: - (1) The Certification Council shall review and assess the complete application in all aspects, filed under clauses 3 and 4 of these regulations and decide the same within a period of thirty (30) days from the receipt of the application.

(2) The Certification Council, on being satisfied, shall register the auditor firm, for a period of three (03) years subject to payment of the fees in Schedule I of these regulations.

8. Approved Auditors’ List: - (1) The Certification Council shall maintain an Approved Auditors’ List which shall comprise of a list of Auditors approved by the Certification Council for providing auditing services to Certification Service Providers. All Auditors on the Approved Auditors’ List shall be entitled to provide only those auditing service(s) which have been authorized by the Certification Council.

(2) Once the application under clause 4 of these regulations has been decided and the Auditor has been registered, the Certification Council shall add the name of the Auditor to the Approved Auditors’ List. 

(3) The Approved Auditors’ List shall contain the following:
(a) Name and addresses of the Auditors registered with the Certification Council;
(b) Name of the contact person of every Auditor including their contact information;
(c) Date of registration and expiry; and
(d) Specialization of the Auditor in respect of Standards as per Schedule-II

(4) The Approved Auditors’ List shall be publicly accessible and shall be published on the website of the Certification Council. Any changes to the Approved Auditors’ List shall be made within a period of one week after the Certification Council has verified the changes.

9. Refusal: - (1) Where, on the assessment of the information provided and the application submitted by an auditor, the Certification Council is of the view that the auditor does not meet the qualifications and criteria, has misrepresented, has not been adequately able to substantiate its claims etc. it shall refuse the registration to the auditor through a proper speaking order.

(2) Notwithstanding sub-clause (1), the Certification Council may provide an opportunity to the auditor to rectify any anomalies in the application, provide additional information or take steps to remove any deficiencies etc. 

(3) The auditor who has been refused registration in terms of sub-clause (1) may challenge the same under Chapter VI of these regulations and may apply through a fresh application after improving any deficiencies etc. as specified by the Certification Council.

10. [bookmark: _Ref120557431]Revocation and suspension: - (1) The Certification Council may revoke the registration of an Auditor where the Certification Council has determined that the Auditor:
(a) Has not provided the Certification Council with accurate or correct information at the time of registration;
(b) Has materially deviated from the requirements under these regulations;
(c) Unnecessarily delayed submission of audit reports;
(d) Complaints have been filed by an applicant and the auditor is proven guilty in the hearing;
(e) Commits a breach of, or fails to observe and comply with, the standards, directives, procedures and best practices as prescribed by the Certification Council;
(f) Commission of gross negligence;
(g) Fails to comply with the directions of the Certification Council; 
(h) Misrepresents or provides incorrect information during the term of the registration;
(i) Public interest requires revocation or suspension;
(j) Has been blacklisted by any government entity, international organization, other accreditation organization etc. 
(k) Auditor is unable to maintain the minimum auditor requirements as per sub clause (1) (f) of Clause 5.

(2) Where, in the opinion of the Certification Council, the Auditor’s status should not be revoked, it may suspend its status for a fixed period of time as determined in an order passed in line with Section 26 of the Ordinance. 

(3) The decision for suspension or revocation shall be taken after complying with the due process requirement and providing the Auditor an opportunity of being heard.

(4) On revocation or suspension, the Auditor shall refund the amount received for any Audit or Evaluation under process and the Certification Council shall appoint another Auditor to complete the Audit. 

(5) After passing an order for suspension or revocation, the Certification Council shall remove the name of the Auditor from the Approved Auditors’ List.

(6) In case of non-submission of any fees to the Certification Council as per Schedule I, the Auditor’s status shall be deemed to have been suspended.

11. Renewal: - (1) The Auditor may, on expiry of its registration, subject to payment of a renewal fee as prescribed under Schedule I apply for renewal of its registration. 

(2) At the time of renewal, the Certification Council shall reassess the qualifications, requirements etc. of the Auditor and shall pass an order accordingly in accordance with the provisions of Section 26 of the Ordinance.

(3) An Auditor shall submit an application for the renewal of its registration not less than 180 days before the date of expiry of the period of registration. 

(4) The provisions of clauses 3 to 10 (inclusive) shall apply mutatis mutandis to the renewal proceedings under this clause.  

12. Confidentiality. – (1) Subject to compliance with any government directive, relevant regulations and standards by the Certification Council as specified in Schedule II or other legal requirement, an Auditor shall have in place, proper controls along with clearly documented policies and procedures reasonably designed, for ensuring confidentiality of data accessed at the time of Audit. 

	(2)	The auditor shall submit these policies and procedures at the time of registration with other required documents.

(3) An Auditor and its employees shall neither profit nor seek to profit from confidential information, nor provide such data to anyone with the objective of making profit for itself or for its subscribers.
Chapter III

Audit of Certification Services, Evaluation of Signature Creation Devices 
or Crypto Apparatus

13. Requirement for Audit: - (1) The Accredited Certification Service Provider shall get its operations audited annually to comply with the obligation under the Certification Service Providers’ Accreditation Regulations, 2023.

(2) In addition to sub-clause (1), the Accredited Certification Service Provider shall submit their internal audit compliance reports at the time of yearly audit. The internal audit compliance reports shall include evidences to assure continuous compliance of the applicable standards prescribed in Schedule-II. 

(3) The Certification Council has the right to observe, monitor and/or audit a Certificate Service Provider, its facilities and/or its vendor/supplier if need may arise based on the internal audit reports or otherwise.

(4) The timeline of the Audit may be delayed where the Certification Council prescribes or adopts new standards. The delay may not exceed more than ninety (90) days. 

14. Requirement for Evaluation: - (1) Every person shall get their Crypto Apparatus evaluated by the Approved Auditors to comply with the obligations under the Crypto Apparatus Accreditation Regulations, 2023.

(2)  Any person may get their Signature Creation Device evaluated by the Approved Auditors to comply with the obligations under the Certification Service Provider Accreditation Regulations, 2023.

(3) 	The Certification Council has the right to observe, monitor and/or evaluate a Crypto Apparatus or Signature Creation Device.

(4) 	The timeline of the Evaluation may be delayed where the Certification Council prescribes or adopts new standards. The delay may not exceed more than ninety (90) days. 


15. Application for Audit: - (1) A Certification Service Provider desirous of getting accredited or an Accredited Certification Service Provider for its renewal of accreditation shall get its operations, Certification Practice Statement and security policy etc. audited as per Certification Service Providers’ Accreditation Regulations, 2023.

(2) The Certification Council may prescribe or direct any other auditor before accreditation to ascertain the soundness of the Certification Service Provider.

16. Application for Evaluation: - (1) Any person desirous of getting accreditation of Signature Creation Device or Crypto Apparatus or its renewal of accreditation shall get its system, procedures and security policy etc. evaluated as per Certification Service Providers’ Accreditation Regulations, 2023 and/or Crypto Apparatus Accreditation Regulations, 2023.

(2) The Certification Council may prescribe or direct any other auditor before accreditation to ascertain the soundness of the Signature Creation Device or Crypto Apparatus.


17. Relationship between Auditor and the Applicant: (1) The Auditor shall be independent of the applicant being audited or evaluated and shall ensure that there is no conflict of interest either directly or indirectly.

(2) The Auditor and the applicant shall not have any current or planned financial, legal or other relationship, other than that of an auditor and the audited/evaluated party.

(3) For sub-clause (1), an independent Auditor shall mean an Auditor who is not connected or does not have any other relationship, whether pecuniary or otherwise, with the applicant, its associated companies, subsidiaries, and it can be reasonably perceived as being able to exercise independent business judgment without being influenced by the applicant and: 
(a) Has not been an employee or officer of the applicant, any of its subsidiaries or holding company within the last (03) months;
(b) Has not had or have a material business relationship with the applicant either directly, or indirectly as a service provider, partner, employee etc. 
(c) There are no close relatives of the Auditor working for or with the applicant.

18. Appointment of an Auditor: - (1) Upon receipt of a complete application in all aspects, for the accreditation or renewal of Accreditation for Certification Service Provider, Signature Creation Device or Crypto Apparatus, the Certification Council shall appoint an Auditor from the Approved Auditors’ List within a period of thirty (30) days from the receipt of the application under Clauses 15 and 16 of these Regulations.

(2) The decision on the appointment of the Auditor shall be communicated in writing through a letter of appointment to the Auditor so appointed and to the applicant by the Certification Council. 

(3) The Auditor shall refuse the engagement and appointment where there is a conflict of interest or any other factor which may affect its independence.




Chapter IV

Audit or Evaluation


19. Duties and Obligations of an Auditor: - (1) In addition to the requirements provided under the Ordinance and any other laws for the time being in force and other provisions of these regulations, an Auditor will be obligated to:
(a) Exercise due care and diligence while handling data and information; 
(b) Conduct audit or Evaluation through an approved auditor licensed under Clause 8 of these Regulations;
(c) Follow the auditing/evaluation standards prescribed by the Certification Council in Schedule II;
(d) Ensure no conflict of interest arises during or after the audit/evaluation with the applicant;
(e) Make reports in accordance with international standards;
(f) Ensure compliance with all legal and regulatory requirements applicable so as to promote the best interests of subscribers;
(g) Frame policies and procedures to ensure compliance with the regulatory requirements;
(h) Employ staff who possess the necessary expertise, reliability, experience, and qualifications and who have received appropriate training regarding security and applicable personal data protection laws the Certification Service Providers Accreditation Regulations 2023 and/or Crypto Apparatus Accreditation Regulations, 2023.
(i) Take appropriate measures to protect against forgery and theft of data;  
(j) Ensure compliance with all regulations and standards of the Certification Council. 

(2) The Certification Council may impose additional obligations for achieving the purposes of the Ordinance and these regulations on the Auditor. 

20. Parameters of the Audit or Evaluation: (1) The Audit or Evaluation prior to accreditation and otherwise shall include the assessment of the documentation as well as the technical assessment of the implementation and the report shall be based on a consideration of the documents listed in Schedule-V or any other document required in Standards prescribed in Schedule-II, and items as and where applicable.

(2) An Auditor, when determining whether a deviation from the compliance under any law or regulations is material, shall exercise reasonable professional judgment as to whether a condition that does not strictly comply with the law or regulations is or is not material, taking into consideration the circumstances and the system as a whole.

(3) Without prejudice to the generality of situations which the Auditor may consider to be material under sub-clauses 1 and 2, the following incidents of non-compliance shall be considered to be material:
(a) any non-compliance relating to the validity of a certificate;	Comment by faisal imtiaz: Why only sub-clause 4 of Clause 12 of CSP Accreditation Regulations?
All of Clause 12 should be applicable.

Moreover, the compliance with the Crypto Apparatus Accreditation Regulations may also be specified here.
(b) the performance of the functions of a person appointed under sub clause 4 of Clause 12 of the Certification Service Providers’ Regulations 2023;
(c) the use of any system other than systems declared during the audit process.

21. Initiation of Audit or Evaluation: - (1) Upon the receipt of the letter of appointment and its acceptance, the Auditor shall, initiate the Audit or Evaluation within a period of fifteen (15) days.

(2) The Auditor shall be entitled to acquire all documents and information for conducting the Audit or Evaluation.

(3) The Auditor shall duly inform in advance the day, time and place of initiation of the Audit or Evaluation to the Certification Council and the Certification Service Provider or the Accredited Certification Service Provider as the case may be, in case there is more than one facility to be Audited then the Auditor shall intimate the exact date and time of his presence at each one of the facilities for the purpose of Audit.

22. Time limitations of Audit: - (1) The Audit shall be completed within a period of thirty (30) days from the date of initiation and in case of delays, the Auditor and the applicant shall inform the Certification Council with reasons in writing for the delay and the Certification Council may, extend the time after recording the reasons in writing. 

23. Time limitations of Evaluation: - (1) The Evaluation shall be completed within a period of  180 days from the date of initiation and in case of delays, the Auditor shall inform the Certification Council with reasons in writing for the delay and the Certification Council may, extend the time after recording the reasons in writing.

24. Methodology of Audit: - (1) The Audit and assessment under these regulations shall comprise of two stages:
(a) Pre-audit review: The Auditor shall review all documents including the Certification Practice Statement, security procedures, standards, logs, physical security standards, other documents etc. required to follow the parameters of the Audit noted in clause 20. The review report shall be shared with the Certification Council before the On-site review; and
(b) On-site review: The Auditor shall carry out the on-site audit of the Facility and take into account, among other things, the following:
(i) Confirmation to and adherence by the Certification Service Providers with its Certification Practice Statement;
(ii) Confirmation to and adherence by the Certification Service Providers with the standards prescribed by the Certification Council in Schedule II.

(2) The report shall contain a detailed methodology adopted for the reviews and identify the issues, findings, suggestions, recommendations etc. 

(3) The Certification Service Provider shall facilitate and extend maximum cooperation to the Auditor to provide auditing services.

25. Methodology of Evaluation: - (1) The evaluation under these regulations shall comprise of two stages:
(a) Initial review: The Auditor shall review all documents including the technical documentation, security procedures, standards, logs, physical security standards, other documents etc. required to follow the parameters of the Evaluation noted in clause 20. The review report shall be shared with the Certification Council before the Comprehensive review; and
(b) Comprehensive review: The Auditor shall carry out the complete evaluation of the device under consideration and take into account, among other things, the following:
(i) Confirmation to and adherence by the device under consideration with the Certification Council’s prescribed regulations;
(ii) Confirmation to and adherence by the Certification Service Providers with the minimum standards prescribed by the Certification Council in Schedule II.

(2) The report shall contain a detailed methodology adopted for the reviews and identify the issues, findings, suggestions, recommendations etc. 

(3) The applicant shall facilitate and extend maximum cooperation to the Auditor to provide evaluation services.


26. Submission of Report and actions taken by the Certification Council: - (1) The Auditor shall submit a duly signed and sealed Audit or Evaluation Report to the Certification Council in the prescribed form and manner to ascertain:
(a) Methodology adopted by the Auditor;
(b) Facts and figures relevant to the Audit/Evaluation;
(c) Short falls, lacunas, defects detected during the Audit/Evaluation;
(d) List of documents;
(e) Responses and actions of the applicant;
(f) Details about the Audit/Evaluation including time spent, personnel;
(g) Other relevant data and information.  

27. Acceptance or Rejection of the Audit Report: - (1) The Certification Council shall have the right to accept the Audit Report after suggested amendments or reject the Audit/Evaluation report submitted by the Auditors in accordance with Section 26 of the Ordinance. 


Chapter V

Liability and Penalty

28. Liability for intentional or negligent damage: - (1) An Auditor shall be liable for damage caused intentionally or negligently to any natural or legal person due to a failure to comply with the obligations under these regulations, knowingly creating, publishing, or furnishing a report which is incorrect. In such a situation, the intention or negligence of the Auditor shall be presumed unless rebutted with evidence to the contrary.

29. Penalty: - (1) In case an Auditor contravenes or fails to comply with any provision of the Ordinance, rules, regulations, or the terms and conditions of the registration or an order of the Certification Council, the Certification Council may, in its sole discretion, encash the performance guarantee wholly or partly for such contravention, blacklist the Auditor and impose such fines that the Certification Council may determine in order to compensate the subscribers, Certification Service Provider or any other affected party. 

30. Offences: - (1) The liabilities and penalties provided under this Chapter are without prejudice to the Ordinance. 

Chapter VI

Complaints and Dispute Resolution
31. Applicant Complaints. – (1) An applicant, aggrieved by the actions of an Auditor, delay by the Auditor or report of the Auditor etc. may file a complaint against the Auditor with the Certification Council in a manner prescribed by the Certification Council. 

(2) The decision on the complaint shall be made after assessing the contents of the complaint and the Certification Council shall give the complainant and the Auditor the opportunity of being heard after which it shall pass an order in line with Section 26 of the Ordinance.

(3) The Certification Council shall provide the Auditor, where it deems fit, an opportunity to rectify the mistake or take steps to address the complaints.

(4) Where the Auditor does not comply with the directions under sub-clause (3), where applicable, or the Certification Council is of the opinion that Auditor has violated any of the provision of these regulations, it may revoke or suspend the registration of the Auditor in accordance with clause 10 of these regulations and blacklist the Auditor. 

32. Appeal mechanism: - (1) The appeal against any order of the Certification Council shall be made in the manner prescribed in Chapter XIII of the Certification Service Providers’ Accreditation Regulations, 2023 or Chapter V of the Crypto Apparatus Accreditation Regulations, 2023. 

Chapter VII

Miscellaneous 

33. Power to inspect and General Surveillance: (1) Notwithstanding anything contained in the Ordinance or any other law for the time being in force, any authorized officer of the Certification Council shall have the right to inspect any document in the custody or possession of any person and to inspect any premises after service of a written notice sent through registered mail to the registered office or the last known address of the person.

(2) An authorized officer of the Certification Council may approach the relevant law enforcement agency to exercise powers under this clause.

(3) The Certification Council or the assessment committee constituted for the purposes of this Regulation shall have right to monitor and assess the services and operations of the Accredited Certification Service Provider with reference to its Certification Practice Statement and the Scheduled Standards at any time during the validity of the Accreditation Certificate and for that purpose, the assessment committee shall have right to:

(a) Get access and remain in the facility including all the systems as long as the assessment committee deems necessary;

(b) Collect the evidence and make extracts of logs, data and other information necessary for the purposes of assessment;

(c) Obtain records of complaints and actions taken thereon by the Accredited Certification Service Provider;

(d) Inspect physical security of the facility; and

(e) Check the performance and technical competence of Trusted Roles present in the facility including presence of adequate technical staff in the facility.

(4) The Certification Council or the assessment committee constituted for the purposes of this Regulation shall have right to monitor and assess the services and operations of the Accredited Signature Creation Device or Accredited Crypto Apparatus with reference to its relevant regulations, scheduled security standards and technical documentation at any time during the validity of the Accreditation Certificate and for that purpose, the assessment committee shall have right to:	Comment by faisal imtiaz: To Legal Firm:
Can we include the applicability of any signature creation device here?

(a) Get access and remain in the facility including all the accredited systems as long as the assessment committee deems necessary;

(b) Collect the evidence and make extracts of logs, data and other information necessary for the purposes of assessment; and

(c) Obtain records of complaints and actions taken thereon by the Accredited Signature Creation Device or Accredited Crypto Apparatus owner.
 
34. Auditing Procedures/Standards: - (1) The Certification Council shall prescribe the auditing/evaluation standards and procedures applicable to Auditors.

(2)	The auditor shall have the ability to conduct an Audit or Evaluation that addresses the criteria specified in the Schedule II of these regulations.

35. Guidelines: - (1) The Certification Council may formulate any such guidelines or audit/evaluation control checklists as may be required in order to give effect to the purpose of the Ordinance and to ensure standardization.

36. Right to give directions: - (1) The Certification Council shall, in its discretion, give directions to the Auditors at any time during the term of registration.  

37. [bookmark: _heading=h.grzovkvg9ozo]Removal of difficulties: - (1) If any difficulty arises in giving effect to or applying the provisions of these Regulations, the Certification Council may make such orders, not inconsistent with these Regulations, as may be necessary for removing the difficulty.

38. Power to amend: - (1) The Certification Council, in consultation with the relevant Ministry shall have the right to amend the provisions of these regulations or schedules as and when required.

(2) The Certification Council shall have right to amend the provisions of the Schedule and attached forms from time to time.

39. Employees deemed to be public servants: - All employees of the Certification Council, the members of the Certification Council and the Chairperson shall when acting in the exercise of their functions under these regulations be deemed to be public servants within the meaning of section 21 of the Pakistan Penal Code, 1860 (XLV of 1860).

40. Immunity: - (1) No suit, prosecution or other legal proceedings shall lie against the Certification Council, the Chairperson, any member, officer or employee of the Certification Council in respect of anything done or intended to be done in good faith under these regulations.

41. Regulations to prevail: – (1) Notwithstanding anything contained anywhere in the law, in the event of any conflict or inconsistency between the provisions of these and any other regulations, the provisions of these regulations shall, to the extent of such conflict or inconsistency, prevail.

(2) In case of any inconsistency between any regulations formulated under the Ordinance, the interpretation which permits harmony between the inconsistent provisions shall be adopted. 

42. Repeal and Savings: - (1) The Information Security Auditors Registration Regulations 2008 and the Accredited Certification Service Provider’s Audit Regulations, 2008 shall stand repealed. Notwithstanding anything contained in these regulations and subject to compliance with these regulations, upon the enforcement of these regulations, any right accrued, or liability incurred or action taken, or proceedings initiated under the Information Security Auditors Registration Regulations 2008 and the Accredited Certification Service Provider’s Audit Regulations, 2008 shall continue in force and be deemed to have been made, imposed, levied, entered into, instituted, prepared, executed, accrued or incurred, taken and initiated under these regulations.

(2) All existing Auditors registered under Information Security Auditors Registration Regulations 2008 and providing auditing services under the Accredited Certification Service Provider’s Audit Regulations, 2008 shall be required to comply with the provisions of these regulations within a period of ninety (90) days from the date of enforcement of these regulations.



                     


Schedule I

Registration Fee

The fee payable as and when applicable shall be paid according to the following payment schedule:

	Serial No. 
	Process
	Fee

	1.
	Registration/Renewal Fee:
· Individual
· Company or partnership
· Foreign Auditor
	
PKR 50,000 
PKR 200,000 
USD 1000

	2.
	Annual Fee
· Individual
· Company or partnership
· Foreign Auditor
	
PKR 10,000 per year
PKR 50,000 per year
USD 250


Additional penalty of 20% of the fee in case of non-submission of Annual fee.

	3. 
	Application Processing Fee:
· Individual
· Company or Partnership
· Foreign Auditor
	
PKR 10,000
PKR 50,000
USD 250

	4.
	Audit Fee payable to the Certification Council by Auditor:
	10% of the negotiated fee paid to the Auditor

	5.‍
	Performance Guarantee:









· Individual
· Company or Partnership
· Foreign Auditor
	Minimum performance guarantee as prescribed below or Equal/above the auditor’s fee, which shall be submitted in the form of Bank Draft to the Certification Council and may be released after successful completion of the audit.

PKR 50,000
PKR 1,000,000
USD 5,000



Fee payable to Auditor
Any fee determined by the Auditor for each audit shall be communicated to the Certification Council, after negotiation with Certification Service Provider, before start of Audit.

Schedule II

Minimum Standards

All standards forming part of Schedule II to the Certification Service Providers’ Regulations, 2023. 


Schedule III

Application for Registration of Auditor
(Clause 3-4 of these regulations)

(l) Name of Applicant: __________________________________
(m) Registration Number/CNIC:	_______________________________
(n) Date of Incorporation/Partnership (in case of legal person)  _______________________
(o) Details of Business: 
a. Head Office___________________________________
b. Registered Office Address ___________________________________
c. Name of Premises/Building/Village ______________________________
d. Road/Street/Lane/Post Office ___________________________________
(p) Person authorized to make the application (in case of legal person) :
a. Name: __________________________________
b. Address: ________________________________
c. CNIC: __________________________________
d. Phone: __________________________________
e. Email: __________________________________
(q) Names, addresses etc. of Partners/Members/Directors: [add list]
(r) Purpose of the application:
a. Registration 	______
b. Renewal         ______
(s) Bank Details:
a. Bank Name 
b. Branch 
c. Bank Account No. 
d. Type of Bank Account 
(t) Links with foreign auditors ___________________
(u) List of Standards in which Applicant (individual/firm) has expertise _____
(v) Qualification Certificates / Proof of experiences in the relevant domain _________
(w) Any other information	______________________
(x) Covering letter attached? Yes or No (circle correct answer)


__________________
For & on behalf of
[Name], [designation] and [official seal]

Certificate:
I [add name] and [designation] the applicant certify that the contents of the above application are true and to the best of my knowledge and belief.
Covering Letter

To

The Electronic Certification Accreditation Certification Council

< Covering letter on the person’s original letter head introducing the person/entity, its program of operations >

Dear Sir, 

Please find attached the documents in compliance with clause 3 of the Regulations 2023 for application of registration for providing auditing services:

(f) Letter of intent to offer auditing services; 
(g) Constitutive documents;
(h) Organization information in case of legal person in the form specified in Annexure A; 
(i) Declaration relating to any affiliation with any of the global audit firms;
(j) Prior experience especially in providing auditing services for the last seven (07) years in the form specified in Annexure B;
(k) Number of professional auditors along with details in the form specified in Annexure C and D;
(l) List of assignments along with names of clients which may raise concerns as to independence or conflict of interest in the form specified in Annexure B;
(m) Declaration to disclose any conflict of interest;
(n) Fee in accordance with Schedule I which shall be non-refundable;
(o) Declaration of solvency and as to any pending proceedings including criminal and civil against the person, entity, management, professional, technical staff etc; 
(p) Declaration to be bound by the terms of the regulations.

[Add only in case of Foreign Auditor]
Evidence to prove that:
(a) The applicant is an accredited, registered or has the relevant approvals from their country of registration for providing auditing services;
(b) Where applicable, the applicant has been ranked as a top-tier auditor in their country of registration person;
(c) The auditor meets the prescribed minimum standards; and
(d) The auditor is required, under the law or the regulatory requirements of the jurisdiction where the auditor is registered, to comply with requirements for maintaining ongoing competence, and that those requirements are equivalent to, or as satisfactory as, the requirements under these regulations or the standards acceptable to and/or prescribed by the Certification Council; and
(e) The auditor’s practice is subject to review arrangements that are equivalent to, or as satisfactory as, the quality review arrangements under these regulations or the standards acceptable to and/or prescribed by the Certification Council; and
(f) The systems, policies, and procedures of the person’s practice are satisfactory in terms of—
(i) Promoting compliance with the requirements imposed by or under these regulations or other relevant laws and regulations;
(ii) Promoting compliance with auditing and assurance standards; and
(iii) Otherwise promoting reasonable care, diligence, and skill in the carrying out of audits; and
(iv) The auditor and its personnel are otherwise a fit and proper person to hold a licence.

Note: all declarations shall be on stamp papers.


__________________
For & on behalf of
[Name], [designation] and [official seal]




Annexures to Schedule III


A- Organizational information

	Organizational Information 

	Sr. No.
	Required Information
	Response

	1
	Legal name of the organization
	

	2
	Year of Registration / Establishment of the Organization
	

	3
	National Tax Number
	

	4
	General / Punjab Sales Tax Number
	

	5
	What is the legal status of your organization? Tick the relevant box (one box only). (Attach Copy/Copies of Registration Certificate/s)
	Public Sector Organization 
	

	
	
	Section 42 Company
	

	
	
	Public Ltd. Company    
	

	
	
	Private Ltd. Company
	

	
	
	Private Partnership Firm
	

	
	
	Others (Please specify)
	

	6
	Name and designation of ‘Head of Organization’
	

	7
	Mobile:
	

	
	Phone/s:
	

	
	Email:
	

	
	Fax:
	

	
	Address of organization:
	

	
	Website address:
	

	8
	Name and designation of ‘Contact Person’:
	

	
	Phone/s:
	

	
	Mobile:
	

	
	Email:
	

	
	Fax:
	




B - Experience
	Assignment name:

	Cost of the project

	Country:
Location within country:
	Duration of assignment (months):


	Name of Client:
	Total No of staff/months on the assignment:

	Start date (month/year):
Completion date (month/year):
	1) Total Value of the Agreement.
2) Value of services provided under the agreement (in current PKR or US$):


	Name of senior professional staff (in case of legal person) involved and functions performed (indicate most significant profiles such as Project Director/Coordinator, Team Leader):

	Brief description of project:

	Description of actual services provided:

	1.    Firms/Entity Name: ……………………………
2.    Certificate by the Client / Employer that the work was successfully completed by the auditor.





C -  Staff/Team (in case of legal person)

	Professional Staff

	Name of Staff
	CNIC No./Passport No.
	Firm
	Area of Expertise
	Position Assigned
	Task Assigned

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	





[bookmark: _Toc38373290]D - Curriculum Vitae (CV) of Professional Staff (Minimum three in case of legal person)
(m) Proposed Position [only one candidate shall be nominated for each position]:  	
(n) Name of Entity [Insert name of firm proposing the staff]:  	
(o) Name of Staff [Insert full name]:  	
(p) Date of Birth:  	 Nationality:  		
(q) CNIC No (if Pakistani): 	 or Passport No: 	
(r) Education:  
	Degree
	Major/Minor
	Institution
	Date (MM/YYYY)

	
	
	
	


(s) Membership of Professional Associations: 	
(t) Other Training [Indicate significant training since degrees under 6 - Education were obtained]: 	
(u) Languages [For each language indicate proficiency: good, fair, or poor in speaking, reading, and writing]:  		
(v) Employment Record [Starting with present position, list in reverse order every employment held by staff member since graduation, giving for each employment (see format here below).]:
	Employer
	Position
	From (MM/YYYY)
	To (MM/YYYY)

	
	
	
	

	
	
	
	

	11.	Detailed Tasks Assigned
[List all tasks to be performed under this assignment]


	
	12.	Work Undertaken that Best Illustrates Capability to Handle the Tasks Assigned
[Among the assignments in which the staff has been involved, indicate the following information for those assignments that best illustrate staff capability to handle the tasks listed under point 11.]
1) Name of assignment or project & Location: ____________Cost of Project__________
Date of Start________________ Date of Completion __________________________    
Actual Time Spent on the Project: ____________________________ in months.
Client:  	
Main project features:  	
Positions held:  	
Activities performed:  	
2)  Name of assignment or project & Location: ____________Cost of project_________
Date of Start________________ Date of Completion __________________________    
Actual Time Spent on the Project: ____________________________ in months.
Client:  	
Main project features:  	
Positions held:  	
Activities performed:  	
3) Name of assignment or project & Location: __________Cost of Project__________
Date of Start________________ Date of Completion __________________________    
Actual Time Spent on the Project: ____________________________ in months.
Client:  	
Main project features:  	
Positions held:  	
Activities performed:  	


13.	Certification:
I, the undersigned, certify that to the best of my knowledge and belief, this CV correctly describes myself, my qualifications, and my experience.  I understand that any wilful misstatement described herein may lead to my disqualification or dismissal, if engaged.
	 Date:  	
[Signature of staff member or authorized representative of the staff]	Day/Month/Year


Full name of authorized representative:  	
25



Schedule IV

Application for Appointment of Auditor
(Clauses 15 and 16 of the Regulations)

1. Name of Applicant: ________________________________
2. Registration Number:	_______________________________
3. Address: _________________________________________
4. Person authorized to make the application
(a) Name: __________________________________
(b) Address: ________________________________
(c) CNIC: __________________________________
(d) Phone: __________________________________
(e) Email: __________________________________
5. Purpose of the application:
(a) Pre-Accreditation ______
(b) Renewal ______
(c) Annual audit _____
(d) Half-yearly audit ____
(e) Quarterly audit _____
(f) Other______
6. Description of facilities, system and hardware/softwares:
7. Name of the proposed auditors (at least two from the Approved Auditors’ List: 
(a) ____________
(b) ____________
8. Date of last audit: ___________________________
9. Any other information	______________________
10. Details of operational centres: _______________________________
11. Annexure A (Covering letter) attached? Yes or No (circle correct answer)
12. Proof of payment: [attach evidence]


__________________
For & on behalf of
[Name], [designation] and [official seal]

Certificate:
I [add name] and [designation] the applicant certify that the contents of the above application are true and to the best of my knowledge and belief.

Schedule V

Parameters of the Audit
(as per Clause 20)
(a) Certification Practice Statement;
(b) Documentation and forms used by the Certification Service Provider for conducting its processes and security procedures;
(c) Use of appropriate security and crypto measures as per Standards prescribed by the Certification Council;
(d) Risk management related documentation;
(e) Business continuity related documentation;
(f) Incident management related documentation;
(g) Physical controls and infrastructure;
(i) Site location and construction
(ii) Physical access controls, including authentication controls to control and restrict access on the premises
(iii) Power and air conditioning
(iv) Water exposure
(v) Fire prevention and protection
(vi) Media storage
(vii) Waste disposal
(viii) Off-site backup
(h) Back-up procedures;
(i) Overall Key Management Controls, Certificate Management Controls and Private key protection of the Certification Service Provider;
(j) Contractual documents with third parties and subscribers
(k) Insurance and business continuity related documents
(l) Internal audit documents; 
(m) Evidences for security of infrastructure;
(n) Compliance with standards prescribed by the Certification Council;
(o) Conformity, monitoring and/or compliance with the regulations and other laws;
(p) Management of the infrastructure;
(q) Management of the keys during its lifetime including generation, distribution of Public Key, confidentiality of Private Key, usage of keys, destruction of keys, archive,
(r) Staff training protocols;
(s) Staff trustworthiness evidence;
(t) Role lists including role history;
(u) Incident response and follow-up;
(v) Development and update of risk management;
(w) IT security logs and follow-up;
(x) Pentesting activity;
(y) Inspection of audit trails, logs, relevant documents and mechanism for log retention and archival etc.
(z) Review of architecture
(aa) Operational procedures
(ab) Critical infrastructure protection
(ac) End user verification and compliance	Comment by faisal imtiaz: Add Procedures of Registration Authority.	Comment by faisal imtiaz: Include the Clause 34-37 of the ETO here.
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