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NOTIFICATION
 
Islamabad, the 01st of January 2023
 
Notification No. ___/2022: In exercise of powers conferred by Section 43 Electronic Transactions Ordinance, 2002 read with Sections 21, 22 and all other relevant provisions of the Electronic Transactions Ordinance, 2002, Section 2 (ac) of Pakistan Telecommunication (Re-organization) Act, 1996, the Electronic Certification Accreditation Council hereby makes the following regulations: 

Chapter I
Preliminary

1. Short title and commencement. - (1) These regulations shall be called the Crypto Apparatus Accreditation Regulations, 2022. 

(2)  They shall come into force at once.

(3)  These regulations shall apply to any person keeping, owning, using, operating, possessing and undertaking any activity directly or indirectly using Crypto Apparatus in the private sector, or by any Certification Service Provider. 

2. Definitions. - (1) In these regulations, unless there is anything repugnant in the subject or context, –

(a) “Accreditation Certificate” means a certificate granted by the Certification Council to an Accredited Certification Service Provider, Accredited Cryptography Service Provider, Accredited Signature Creation Device or an Accredited Crypto Apparatus in accordance with the Regulations prescribed from time to time; 

(b) “Accredited Certificate” means a certificate provided by an Accredited Certification Service Provider for its cryptography services and accredited by the Certification Council, to its subscribers; 

(c) “Accredited Certification Service Provider” means a Certification Service Provider accredited under this Ordinance to issue Accredited Certificates for the use of its certification services; 

(d) “Accredited Crypto Apparatus” means the Crypto Apparatus accredited by the Certification Council under these Regulations;

(e) “Accredited Electronic Signature” means Advanced Electronic Signatures created based on Accredited Certificate as being capable of establishing authenticity and integrity of an electronic document;

(f) “Accredited Signature Creation Device” or “ASCD” means a Signature Creation Device accredited by the Council; 

(g) “Applicant” shall mean any person desirous of getting the Crypto Apparatus accredited under these Regulations;

(h) “Approved Crypto Apparatus” means the hardware or software or combination of both, or the ciphering facilities, used for conversion of plain text into cipher text and vice versa and of which Federal Government has granted approval and the Council established under this Ordinance has granted accreditation certificate for its use for private sector; 

(i) “Cipher text” means plain text converted into unintelligible data as a result of encryption; 

(j) “certificate” means a certificate issued, where context permits, either -
(i) 		by a Certification Service Provider for the purpose of confirming the authenticity or integrity or both, of the information contained therein, of an electronic document or of an electronic signature, Advanced Electronic Signature, Accredited Electronic Signature or Qualified Electronic Signature in respect of which it is issued and has not been suspended or revoked; or
(ii) 		by the Certification Council to a Certification Service Provider for the purpose of confirming the authenticity or integrity or both, of the information contained therein, of an electronic document or of an advanced electronic signature in respect of which it is issued and has not been suspended or revoked; or
(iii) 	by the Certification Council to a Crypto Apparatus, Cryptography Service Provider or Signature Creation Device;

(k) “Certification Council” means the Electronic Certification Accreditation Council established under Section 18 of the Ordinance;

(l) “Certification Services” shall mean to include cryptography services for the purpose of creation, generation, verification, and validation of Electronic Signatures,  Advanced Electronic Signatures, Accredited Electronic Signature or Qualified Electronic Signature and certificates related to the same, electronic time stamps for Electronic Signatures, Advanced electronic signature, accredited electronic signature or qualified electronic signature and electronic documents provided for remuneration as prescribed under the Regulations; 

(m) “Certification Service Provider” shall mean a legal person(s) who provides certification services either as an accredited (where context permits) or unaccredited certification service provider;

(n) “Crypto Apparatus” shall mean, whether used or not, the hardware or software or combination of both, or the ciphering facilities, cryptography system etc. used for conversion of plain text into cipher text and vice versa 

(o) “Cryptography Services” may include Certification Services and the services using any Crypto Apparatus: 
i) To provide identity, integrity and source authentication services;
ii) To undertake identity transactions;
iii) To provide and verify electronic signatures, Advanced Electronic Signatures, Accredited Electronic Signatures or Qualified Electronic Signature services;
iv) To encrypt/decrypt data for confidentiality;
v) To generate random bits;
a) For key generation;
b) For key derivation;
c) For key wrapping;
vi) For other uses specified or permitted by the Certification Council;

(p) “Cryptography Service Provider” shall mean a legal person(s) who provides Cryptography Services and shall include such legal persons who use Accredited Crypto Apparatus; 
(q) “Decryption” means the process of changing cipher text into plain text using a cryptographic algorithm and key or transformation of encrypted data into the original usable data;

(r) “Electronic Document” includes documents, records, information, communications, certificates or transactions in electronic form; “Encryption” means transformation of data (called “plain text”) into a form (called “cipher text”) that conceals the data’s original meaning to prevent it from being known or the process of changing plain text into cipher text using a cryptographic algorithm and key for the purpose of security or privacy;

(s) “Evaluation” shall mean the assessment of the security of the Crypto Apparatus as per the standards prescribed by the Certification Council under the Security Audit Regulations, 2023.

(t) “fee” means the fee prescribed in Schedule I and payable by a person for the accreditation of the Crypto Apparatus; 
(u) “Identity Information” means any information that relates to the identification of any natural or legal person; 
(v) “Identity Transaction” means any transaction or communication that is able to establish the relationship between the identity information and the natural or legal person to whom it relates;
(w) “Integrity” means, in relation to an electronic document, electronic signature, advanced electronic signature, Accredited Electronic Signature or Qualified Electronic Signature that has not been tampered with, altered or modified since a particular point in time;
(x) “interoperability” means the technical ability of the methods including Crypto Apparatus used for providing Cryptography Services to function together with other methods;
(y) “Key” means a parameter used with a cryptographic algorithm i.e.  decryption, encryption etc. that determines its operation in such a way that an entity with knowledge of the key can reproduce or reverse the operation, while an entity without knowledge of the key cannot;
(z) "Key management system" means a system for generation, derivation, storage, distribution, revocation, deletion, archiving, certification, management or application of keys  to provide Cryptographic Services;
(aa) “Ordinance” shall mean the Electronic Transactions Ordinance 2002;
(ab) “Plain text” means data that has not been encrypted, intelligible data that has meaning and can be understood without the application of decryption;
(ac) “Private key” shall mean a mathematical key (kept secret by the holder) used to create Advanced Electronic Signature and, depending upon the algorithm, to decrypt messages or files encrypted (for confidentiality) with the corresponding public key;
 
(ad) “Public key” shall mean a mathematical key that has public availability and that applications use to verify Advanced Electronic Signature created with its corresponding private key. Depending on the algorithm, public keys can encrypt messages or files that the corresponding private key can decrypt;
(ae) “Signature Creation Device” means a hardware-based device used to create an Advanced Electronic Signature on an electronic document; 
(af) “source authentication” means the process of providing assurance about the source of information;
(ag) “standards” means the security standards prescribed by the Certification Council for the Accreditation of Crypto Apparatus;

(2) Words and expressions used but not defined in these regulations shall have the same meaning as assigned to them in the Ordinance, the Pakistan Telecommunication (Re-Organization) Act, 1996 and the Prevention of Electronic Crimes Act 2016, any rules or regulations made thereunder specifically Certification Service Providers’ (Domestic and Foreign) Accreditation Regulations, 2022 and Security Audit Regulations, 2022. 


Chapter II
Application for Accreditation of Crypto Apparatus

3. Accreditation of Crypto Apparatus: - (1) No person shall keep, use, bring to use or provide Crypto Apparatus for Cryptography Services or otherwise, in the private sector until the Crypto Apparatus has been accredited in accordance with the provisions of these Regulations. 

(2) No Certification Service Provider or Cryptography Service Provider shall use, process, undertake or provide any Crypto Apparatus unless it has been accredited as Accredited Crypto Apparatus under these regulations. 

(3) All assets etc. created directly or indirectly using unaccredited Crypto Apparatus shall not be legally valid or recognized. 
 
(4) Subject to compliance with sub-clause (1) and compliance with other applicable laws, a person may keep Crypto Apparatus or provide Cryptography Services using Crypto Apparatus as defined in these Regulations.

4. [bookmark: _Ref120614871]Submission of Application: - (1) Any person desirous of getting accreditation for its Crypto Apparatus, shall submit, along with the payment prescribed in Schedule I, an application in the form prescribed in Schedule III to these regulations in addition to the information noted below in sub-clause (2).

(2) An Applicant intending on getting accreditation from the Certification Council shall submit the list of information and documents as specified in Covering Letter in Schedule III along with its application for the evaluation of its Crypto Apparatus. The evaluation process prescribed in the Security Audit Regulations 2023 shall be applicable to the evaluation mandated under these Regulations.

(3) Where information or additional information required by the Certification Council is not submitted by the applicant within the time specified and provided that the time has not been extended by the Certification Council, the application shall be deemed to have been abandoned and withdrawn and the fee paid shall not be recoverable. 

(4)  The appointment of the Evaluation Lab shall be made within a period of thirty (30) days after the completion of the application. The completion of application shall be communicated by the Certification Council to the Applicant.

5. [bookmark: _Ref120288578]Detailed Statement: - (1) The Applicant shall prepare a detailed statement in a manner acceptable to the Certification Council which shall contain at least details as per clause (c) of Covering Letter in Schedule III.

(2) Report on the security evaluation process carried out in accordance with the standards prescribed under clause 16 by an Evaluation Lab shall be submitted to the Certification Council for decision on the accreditation of the Crypto Apparatus.

6. Decision by the Certification Council: (1) The Certification Council shall take decision on the application based on evaluation report submitted by the Evaluation Lab within 30 (thirty) days. The Certification Council has the right to accept or reject the evaluation report. In case of rejection, the Certification Council shall inform the applicant, in writing, the reason for rejection.

(2) Applicant shall submit accreditation fee to the Certification Council after acceptance of the evaluation report by the Certification Council for award of accreditation certificate for its Crypto Apparatus.

7. Locations: - (1) Unless permitted otherwise by the Certification Council, the facility with the Crypto Apparatus may be maintained and installed in any location within Pakistan.

8. Refusal: - (1) Where, on the assessment of the information provided and the application submitted by, as the case may be, the Certification Council is of the view that the Applicant has not submitted the application in the prescribed form, has misrepresented, has not been adequately able to substantiate its claims etc. it shall refuse the accreditation through a proper speaking order in terms of Section 26 of the Ordinance.

(2) Notwithstanding sub-clause (1), the Certification Council may provide an opportunity to the Applicant to rectify any anomalies in the application, provide additional information or take steps to remove any deficiencies etc. 
	
(3) The Applicant who has been refused accreditation in terms of sub-clause (1) may challenge the same under Clause 28 of these Regulations. 

9. Revocation and suspension: - (1) The Certification Council may revoke the accreditation of any Accredited Crypto Apparatus where the Certification Council has determined that the Applicant:
(a) Has not provided the Certification Council with accurate or correct information at the time of submission of application;
(b) Has materially deviated from the requirements under these regulations;
(c) Has changed or deviated from the terms of the approval;
(d) Has changed the security protocols etc.
(e) Capacity to provide Cryptography Services has been affected;
(f) Committed breach of, or failed to observe and comply with, the standards, directives, procedures and international best practices;
(g) Failed to comply with the directions of the Certification Council; 
(h) Public interest requires revocation or suspension;
(i) Has been blacklisted by any government entity, international organization, other accreditation organization etc. 

(2) Where, in the opinion of the Certification Council, the Applicant’s accreditation should not be revoked, it may suspend the accreditation for a fixed period of time as determined in an order passed in line with Section 26 of the Ordinance. 

(3) The decision for suspension or revocation shall be taken after complying with the due process requirement and providing the Applicant an opportunity of being heard.

10. Renewal: - (1) In case of any change to the Accredited Crypto Apparatus or due to any change in the applicable standards, if required as per instructions of the Certification Council, the Applicant shall apply for renewal of its accreditation, subject to payment of a renewal fee as prescribed under Schedule I, for the accreditation of the Crypto Apparatus. 

(2) The provisions of clauses 3 to 7 shall apply mutatis mutandis to the renewal proceedings under this clause.  

11. Directions. – (1) The Certification Council may, prior to refusal of accreditation, direct the Applicant to undertake steps to rectify any anomalies in the security procedures, encryption and decryption methods, Key Management system etc.  

12. Obligations of the Applicant: - (1) The Applicant for the accreditation of Crypto Apparatus, shall ensure confidence in the communication infrastructure, ensure that the Crypto Apparatus is not used for the purposes of committing any crime, jeopardising public safety, law enforcement and national security;

(2) The Applicant shall ensure that, the data, information etc. of the key-holders, users, relying parties etc. is kept confidential. 

(3) The Applicant shall ensure transparency of all actions, transactions, users etc. involving the use of Crypto Apparatus in providing Cryptography Services. 
 
(4) The Applicant shall ensure that during the use of the Crypto Apparatus, there are no material deviations from the representations made at the time of submission of application under clause 4.

13. Presumption: - (1) All Cryptography Services provided using Accredited Crypto Apparatus shall, subject to this clause, be presumed to ensure the following:
(a) Confidentiality of information;
(b) Protection of key or key(s) has not been compromised; 

(2) The presumption shall stand automatically rebutted in case of any breach of the obligations under these Regulations or any direction of the Certification Council.

(3) Subject to sub-clause (2), the presumption shall be rebutted only when there is evidence to prove that there was actual or potential knowledge that the Accredited Crypto Apparatus was unable to ensure the elements specified in sub-clause(1).

14. Obligation to inform: - (1) A Cryptography Service Provider or owner, possessor, applicant etc. of Crypto Apparatus shall notify the Certification Council immediately in case of a security related incident, a security or data breach or any operation etc. resulting from usage or relating to the ownership of the Crypto Apparatus or Cryptography Service provided using the Accredited Crypto Apparatus. In case of a failure to notify, the Certification Council shall be entitled to penalize such person in accordance with the provisions of Chapter IV of these Regulations.   

15. Security requirements: - (1) The Applicant, user or owner of Accredited Crypto Apparatus shall take appropriate technical and security measures to manage the risks posed to the security of the Crypto Apparatus, its Cryptography Services and ensure the protection of products in line with the latest technological developments. 

16. [bookmark: _Ref120615570][bookmark: _Ref120612979]Minimum Standards: - (1) Notwithstanding the technology neutrality built in the Ordinance, the Applicant shall be bound to meet the minimum technical control and standards specified under Schedule II of these Regulations.


Chapter III
Evaluation and Accreditation 

17. Application for Evaluation: - (1) The application for the appointment of the Evaluation Lab shall be made in accordance with the provisions of the Security Audit Regulations, 2023.

18. [bookmark: _Ref120618004]Security evaluation: - (1) The security evaluation shall be undertaken only by an Auditor registered under the Security Audit Regulations, 2023.

(2) Report on the security evaluation process prepared by an Auditor carried
out in accordance with the standards prescribed under Clause 16 shall be
submitted to the Certification Council for decision on the accreditation of the Crypto Apparatus.

(3) The Applicant shall provide all information, required for the evaluation, to the appointed Auditor as per the standards prescribed in Schedule-II.

19. Additional Requirement other than Accreditation: - (1) The Applicant shall get its Crypto Apparatus accredited to comply with the obligations under these Regulations.

(2) The timeline of the Accreditation or its renewal may be delayed where the Certification Council prescribes or adopts new standards. The delay may not exceed more than ninety (90) days.

20. [bookmark: _Ref120615663]Relationship between Auditor and the Applicant: (1) The Auditor shall be independent from the Applicant being accredited and shall ensure that there is no conflict of interest either directly or indirectly.

(2) The Auditor and the Applicant shall not have any current or planned financial, legal or other relationship, other than that of an Auditor and the Applicant.

(3) For sub-clause (1), an independent Auditor shall mean an Auditor who is not connected or does not have any other relationship, whether pecuniary or otherwise, with the Applicant, its associated companies, subsidiaries, and it can be reasonably perceived as being able to exercise independent business judgment without being influenced by the Applicant and: 
(a) Has not been an employee or officer of the Applicant, any of its subsidiaries or holding company within the last three (03) months;
(b) Has not had or have a material business relationship with the Applicant either directly, or indirectly etc. 
(c) There are no close relatives of the Auditor working for or with the Applicant.


21. Grant of Accreditation: - (1) The Certification Council shall accredit Crypto Apparatus after its evaluation as per the standards prescribed in Schedule II and submission of fee as per Schedule I.

(2) The timeline of the Accreditation or its renewal may be delayed where the Certification Council prescribes or adopts new standards. The delay may not exceed more than ninety (90)
days.


Chapter IV

Liability and Penalty

22. Liability for intentional or negligent damage: - (1) A person shall be liable for damage caused intentionally or negligently to any natural or legal person due to a failure to comply with the obligations under these Regulations. In such a situation, the intention or negligence of the person shall be presumed unless rebutted with evidence to the contrary.

23. Penalty: - (1) In case a person contravenes or fails to comply with any provision of the Ordinance, rules, regulations, or the terms and conditions of the approval or an order of the Certification Council, the Certification Council may, in its sole discretion, blacklist the person and impose such fines that the Certification Council may determine for any violation under these Regulations. 

24. Offences: - (1) The liabilities and penalties provided under this Chapter are without prejudice to the offences under the Pakistan Penal Code, Prevention of Electronic Crimes Act 2016, Pakistan Telecommunication (Re-Organization) Act, 1996 and all other enactments creating offences relating to use of unapproved Crypto Apparatus. 

Chapter V

Miscellaneous 

25. [bookmark: _Ref120614524]Complaint to the Certification Council: - (1) Any person may lodge a complaint with the Certification Council, related to the Accreditation of Crypto Apparatus or its evaluation by an Auditor as prescribed in these Regulations.

(2) The decision on the complaint shall be made after assessing the contents of the complaint and the Certification Council shall give the complainant and the other party, the opportunity of being heard and which it shall pass an order in line with Section 26 of the Ordinance.

26. Decision of Auditor: - (1) Where the Applicant when applying for the grant of accreditation or the Applicant when applying for the renewal is dissatisfied with the report submitted by the Evaluation Lab, it may, through an application in writing and subject to the payment of fees for the report, request the Certification Council to recommission a report through another Auditor.

(2) The Certification Council, in its sole discretion, may appoint another Evaluation Lab or conduct the Evaluation itself. The decision under this clause may be challenged by the applicant under clause 27 before the Grievance Committee. 

27. [bookmark: _Ref120550884]Grievance Committee: - (1) The Certification Council or the Federal Government shall designate a grievance committee of a total of three members who shall be entitled to hear grievances against any order by the Certification Council.

28. [bookmark: _Ref120618435]Appeal to the Committee: - (1) Subject to anything contained in these regulations, any person, other than the Certification Council, aggrieved by any decision or order passed by the Certification Council, may within thirty days of the date of receipt of such decision or order, prefer appeal to the committee established under clause 27 of these Regulations.

Provided, that an appeal preferred after the expiry of thirty days may be admitted by the committee if it is satisfied that the appellant has sufficient cause for not preferring the appeal within the specified period.

(3) The Grievance Committee may, after giving both parties of the appeal, an opportunity of being heard, pass such order as it thinks fit, confirming, varying, altering, setting aside or annulling the decision or order appealed.

(4) Members of the committee shall, in so far as possible, have all the powers vested in a Civil Court under the Code of Civil Procedure, 1908 (Act V of 1908). 

29. Appeal to the High Court: - (1) Any person including the Certification Council, aggrieved by any order passed or decision made by the Grievance Committee under Clause 28 of these regulations, may, within 20 days from the date of the order or decision, prefer an appeal to the High Court.

(2) The Code of Civil Procedure, 1908 (Act V of 1908) shall apply to the appeal proceedings, so far as may be, notwithstanding anything contained in any other law for the time being in force.

30. Whistle Blowing Policy: - (1) The Certification Council may, in consultation with the Federal Government, formulate a whistle blowing policy to effectively regulate the use of unapproved and/or unaccredited Crypto Apparatus being deployed in private sector. 

31. Power to inspect: (1) Notwithstanding anything contained in the Ordinance or any other law for the time being in force, any authorized officer of the Certification Council shall have the right to inspect any document in the custody or possession of any person and to inspect any premises after service of a written notice sent through registered mail to the registered office or the last known address of the person.

(2) An authorized officer of the Certification Council may approach the relevant law enforcement agency to exercise powers under this clause.

32. Security Procedures: - (1) The Certification Council may, in consultation with professional bodies and associations, prescribe procedures and standards applicable to direct users, operators etc. of Crypto Apparatus. 

(2) Till such time that the Certification Council prescribes procedures and standards under sub-clause (1), the direct users, operators etc. of Approved and/or Accredited Crypto Apparatus shall use such reasonable practices and procedures, as approved by the Certification Council from time to time.

33. Guidelines: - (1) The Certification Council may formulate any such guidelines as may be required in order to give effect to the purpose of the Ordinance and to ensure standardization.

34. Right to give directions: - (1) The Certification Council, in its discretion, shall have the right to give directions to the Applicants at any time.  

35. Deemed Approval: - (1) To the extent possible, compliance with the terms of these regulations shall be deemed to fulfil the criteria for approval of crypto apparatus under section 2(1) (ac) of the Pakistan Telecommunication (Re-organization) Act, 1996.

36. [bookmark: _heading=h.grzovkvg9ozo]Removal of difficulties: - (1) If any difficulty arises in giving effect to or applying the provisions of these Regulations, the Certification Council may make such orders, not inconsistent with these Regulations, as may be necessary for removing the difficulty.

37. Power to amend: - (1) The Certification Council, in consultation with the relevant Ministry, shall have the right to amend the provisions of these regulations as and when required.

(2) The Certification Council shall have right to amend the provisions of the Schedule and attached forms from time to time.

38. Employees deemed to be public servants: - All employees of the Certification Council, the members and advisor(s) of the Certification Council and the Chairperson shall when acting in the exercise of their functions under these regulations be deemed to be public servants within the meaning of section 21 of the Pakistan Penal Code, 1860 (XLV of 1860).

39. Immunity: - (1) No suit, prosecution or other legal proceedings shall lie against the Certification Council, the Chairperson, any member, advisor, officer or employee of the Certification Council in respect of anything done or intended to be done in good faith under these regulations.

40. Regulations to prevail: – (1) Notwithstanding anything contained anywhere in the law, in the event of any conflict or inconsistency between the provisions of these and any other regulations, the provisions of these regulations shall, to the extent of such conflict or inconsistency, prevail.

(2) In case of any inconsistency between any regulations formulated under the Ordinance, the interpretation which permits harmony between the inconsistent provisions shall be adopted. 

Schedule I

Approval Fee

The fee payable as and when applicable be paid according to the following payment schedule:

	Serial No. 
	Process
	Fee

	1.
	Application Processing Fee (non-refundable):
	PKR 50,000 

	2.
	Accreditation Fee:
	PKR 0.5 Million 

	3.
	Renewal of Accreditation Fee:
	PKR 0.2 Million

	4.
	Evaluation Fee payable to the Certification Council by Evaluation Lab:
	10% of the negotiated fee payable to the Auditor by the Applicant.






Schedule II

Minimum Standards

The Crypto Apparatus shall comply with the following minimum standards as and where applicable:

1. Symmetric Key: - AES – FIPS 197
2. Security Standard: - FIPS 140-2
3. IT Security Evaluation: ISO 15408
4. IT Security Management: ISO/IEC 27701 and ISO/IEC 27002
5. Asymmetric Cryptography: Public Key Cryptography Standards (PKCS) 1 – 15, X.509 etc
6. Digital Hashes: FIPS 180-4
7. Digital Signatures: FIPS 186-4
8. Key Management: - 800-57



Schedule III

Application for Accreditation of Crypto Apparatus
(Clause 4-5 of these regulations)

1. Name of Applicant: __________________________________
2. Registration Number/CNIC:	_______________________________
3. Date of Incorporation/Partnership (in case of legal person)  _______________________
4. Details of Business: 
a Head Office___________________________________
b Registered Office Address ___________________________________
c Name of Premises/Building/Village ______________________________
d Road/Street/Lane/Post Office ___________________________________
5. Person authorized to make the application (in case of legal person) :
a Name: __________________________________
b Address: ________________________________
c CNIC: __________________________________
d Phone: __________________________________
e Email: __________________________________
6. Names, addresses etc. of Partners/Members/Directors: [add list]
7. Purpose of the application:
a Approval 	______
b Renewal         ______
8. Bank Details:
a Bank Name ____________
b Branch ____________
c Bank Account No. ____________
d Type of Bank Account ____________
9. Name of the proposed auditors (at least two from the Approved Auditors’ List in relevant category): 
a ____________
b ____________
10. Date of last audit/evaluation: ___________________________
11. Any other information	______________________
12. Covering letter attached? Yes or No (circle correct answer)

Certificate:


I [add name] and [designation] the applicant certify that the contents of the above application are true and to the best of my knowledge and belief.
__________________
For & on behalf of
[Name], [designation] and [official seal]

Covering Letter

To

The Electronic Certification Accreditation Council

< Covering letter on the person’s original letter head introducing the person/entity, its program of operations >

Dear Sir, 

Please find attached the documents in compliance with Clause 4 of the Regulations 2022 for application for the approval of Crypto Apparatus:

(a) Constitutive documents;
(b) Brief statement explaining the purpose of the Crypto Apparatus;
(c) Detailed statement prepared in accordance with the following:
a. Detail of the methodology, technology and infrastructure for the use of Crypto Apparatus;
b. Purpose and applicability of Crypto Apparatus;
c. Hardware/Software used for any Cryptography Service;
d. Security policy;
e. Details about mechanisms to ensure that the Crypto Apparatus is not used for jeopardising public safety, law enforcement and national security;
f. Details about the interoperability with other Crypto Apparatus;
g. Details relating to the Key Management system including, but not limited to, Key generation, storage, processing, transmission and destruction of keys;
h. Facility management and security protocols;
(d) Attested copy of the latest audited annual financial statements of the Applicant;
(e) Attested copy of the corporate authorizations allowing the submission of the application;
(f) Names and details of the management of the Applicant in case of a legal person;  
(g) A statement including the procedures with respect to identification of a subscriber;
(h) Non-refundable fee in accordance with Schedule I;
(i) Declaration of solvency and as to any pending proceedings including criminal and civil against the entity, management, professional, technical staff etc.; 
(j) Declaration(s) on stamp paper (i.e. to comply with regulations, meet Clause 20 requirements, etc.); and 
(k) Such other information or documentation as the Certification Council may, from time to time, require, including without limitation, supplementary information or documentation required by the Certification Council to clarify the information contained in the application.
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