
                                                                

NOTIFICATION 
 
Islamabad, the 01 of January 2023
 
S. R. O. ___/2021: In exercise of powers conferred by Section 43 Electronic Transactions Ordinance, 2002 read with Sections 21, 22, 23, 24, 25 and all other relevant provisions of the Electronic Transactions Ordinance, 2002, the Electronic Certification Accreditation Council hereby makes the following regulations, namely: 

Chapter I
Preliminary

1. Short title and commencement. - (1) These regulations shall be called the Certification Service Providers’ Accreditation Regulations, 2023.

(2)  They shall come into force at once.

(3)  These regulations shall apply to all Accredited Certification Service Providers and all such Certification Service Providers desirous of being accredited. 

2. Definitions. - (1) In these regulations, unless there is anything repugnant in the subject or context, – 

(a) “Accreditation Certificate” means a certificate granted by the Certification Council to an Accredited Certification Service Provider, Accredited Cryptography Service Provider, Accredited Signature Creation Device or an Accredited Crypto Apparatus in accordance with the Regulations prescribed from time to time;

(b) "Accredited Certificate" means a certificate provided by an Accredited Certification Service Provider for its certification services and accredited by the Certification Council, to its subscribers; “Accredited Certificate” means a certificate provided by an Accredited Certification Service Provider for its cryptography services and accredited by the Certification Council, to its subscribers;  

(c) “Accredited Certification Service Provider” means a Certification Service Provider accredited under these regulations to issue Accredited Certificates for the use of its certification services;

(d) “Accredited Crypto Apparatus” means the means the hardware or software or combination of both, or the ciphering facilities, used for conversion of plain text into cipher text and vice versa accredited by the Council in accordance with its Regulations;

(e) “Accredited Electronic Signature” means Advanced Electronic Signatures created based on Accredited Certificate as being capable of establishing authenticity and integrity of an electronic document;

(f) “Accredited Signature Creation Device” or “ASCD” means a signature creation device accredited by the Certification Council;

(g) “Advanced Electronic Signature” means an electronic signature which is unique to the person signing it, capable of identifying such person, created in a manner or using a means under the sole control of the person using it, and attached to the electronic document to which it relates in a manner that any subsequent change in the electronic document is detectable;

(h) “Assessment Committee” means the committee designated under Clause 14 of these regulations to assess the conformity of Accredited Certification Service Provider with the provisions of these regulations;

(i) “Audit Report” means an audit report issued in accordance with the provisions of the Security Audit Regulations 2023;

(j) “authority” means, in relation to an electronic document or electronic signature, Advanced Electronic Signature, Accredited Electronic Signature or Qualified Electronic Signature, the identification of and attribution to a particular person or information system;


(k) “certificate” means a certificate issued, where context permits, either -
(i)	by a Certification Service Provider for the purpose of confirming the authenticity or integrity or both, of the information contained therein, of an electronic document or of an electronic signature, Advanced Electronic Signature, Accredited Electronic Signature or Qualified Electronic Signature in respect of which it is issued and has not been suspended or revoked; or
(ii)	by the Certification Council to a Certification Service Provider for the purpose of confirming the authenticity or integrity or both, of the information contained therein, of an electronic document or of an advanced electronic signature in respect of which it is issued and has not been suspended or revoked; or
(iii)	by the Certification Council to a Crypto Apparatus, Cryptography Service Provider or Signature Creation Device;
(l) “Certification Council” means the Electronic Certification Accreditation Council established under Section 18 under the Ordinance; 
(m) "Certification Services" means services provided by the Certification Service Provider for the purpose of confirming the authenticity or integrity or both of the information in accordance with these Regulations. “Certification Services” shall mean to include cryptography services for the purpose of creation, generation, verification, and validation of Electronic Signatures, Advanced Electronic Signatures, Accredited Electronic Signature or Qualified Electronic Signature and certificates related to the same, electronic time stamps for Electronic Signatures, Advanced Electronic Signature, Accredited Electronic Signature or Qualified Electronic Signature and electronic documents; 
(n) "Certification Service Provider" shall mean a legal person(s) who provides certification services either as an accredited (where context permits) or unaccredited certification service provider for the purposes of issuance of Certificates and provision of other Certification Services in accordance with its Certification Practice Statement; 

(o) “Certification Service Provider” shall mean a legal person(s) who provides certification services either as an accredited (where context permits) or unaccredited certification service provider;  “Crypto Apparatus” means the hardware or software or combination of both, or the ciphering facilities, used for conversion of plain text into cipher text and vice versa;

(p) “cryptography services” may include Certification Services and the services, using any software or hardware or combination of both:
(i) To provide identity, integrity and source authentication services;
(ii) To undertake identity transactions;
(iii) To provide and verify Electronic Signatures, Advanced Electronic Signature, Accredited Electronic Signature or Qualified Electronic Signature services;
(iv) To encrypt/decrypt data for confidentiality;
(v) To generate random bits;
a. For key generation;
b. For key derivation;
c. For key wrapping;
(vi) For other uses specified or permitted by the Council;

(q) “Cryptography Service Provider” shall mean a legal person(s) who provides cryptography services and shall include such legal persons who use Accredited Crypto Apparatus; 
(r) “Electronic Document” includes documents, records, information, communications, certificates or transactions in electronic form;
(s) “electronic time stamp” means data in electronic form which binds other data in electronic form to a particular time establishing evidence that the latter data existed at that time; 
(t) “Evaluation Lab” means a lab approved to issue evaluation reports under the Security Audit Regulations 2023;
(u) “Foreign Certification Service Provider” shall mean a Certification Service Provider whose installed systems including any hardware or software for the provision of certification services are geographically located outside Pakistan;

(v) “Identity Information” means any information that relates to the identification of any natural or legal person; 

(w) “Identity Management System” shall mean the system that facilitates identity transaction(s);

(x) “Identity Transaction” means any transaction or communication that is able to establish the relationship between the identity information and the natural or legal person to whom it relates;

(y) “Integrity” means, in relation to an electronic document, electronic signature, advanced electronic signature, Accredited Electronic Signature or Qualified Electronic Signature that has not been tampered with, altered or modified since a particular point in time;
 “identity information” means any information that relates to the identification of any natural or legal person;


(z) “Ordinance” shall mean the Electronic Transactions Ordinance 2002;
 
(aa)  “private key” shall mean a mathematical key (kept secret by the holder) used to create Advanced Electronic Signatures and, depending upon the algorithm, to decrypt messages or files encrypted (for confidentiality) with the corresponding public key; 
(ab) “public key” shall mean a mathematical key that has public availability and that applications use to verify Advanced Electronic Signatures created with its corresponding private key. Depending on the algorithm, public keys can encrypt messages or files that the corresponding private key can decrypt;
(ac) “Qualified Electronic Signatures” means an advanced Electronic Signature created by an Accredited Signature Creation Device (ACSD) based on an accredited certificate as being capable of establishing the authenticity and integrity of an electronic document;
(ad) “Signature Creation Device” means a hardware based device used to create an Advanced Electronic Signature on an electronic document;
(ae) “Signatory” shall mean the person using the private key to create an Advanced Electronic Signature, Accredited Electronic Signature or Qualified Electronic Signature; 

(2) Words and expressions used but not defined in these regulations shall have the same meaning as assigned to them in the Ordinance, the Pakistan Telecommunication (Re-Organization) Act, 1996 and the Prevention of Electronic Crimes Act 2016, any rules or regulations made thereunder. 

Chapter II
Accreditation of Certification Service Providers

3. [bookmark: _Ref120542579]Eligibility of Applicant for Accreditation. — (1) Any Certification Service Provider in prescribed form and manner may apply to the Certification Council for grant of Accreditation Certificate for its Certification Services under these regulations. 

(2)  Any Accredited Certification Service Provider may apply to the Certification Council under Clause 10 of these Regulations for the renewal of Accreditation Certificate granted earlier by the Certification Council to its Certification Services.

(3)  Any Certification Service Provider or Accredited Certification Service Provider, as the case may be, applying for grant or renewal of Accreditation Certificate shall, subject to the satisfaction of the Certification Council, provide reliable documentary evidence in the form prescribed in Schedule III to these regulations in addition to the information mandated in Clause 4 of these Regulations. 
 
4. [bookmark: _Ref120525323]Submission of Application: - (1) All applications for the grant and renewal shall be submitted to the Certification Council in two stages and will be processed by the Certification Council accordingly.

(2) A Certification Service Provider applying for accreditation or an Accredited Certification Service Provider applying for renewal shall, in the first stage, apply to the Certification Council as per Schedule III of these regulations and pay the fee in accordance with Schedule I of these regulations.

(3) All applications submitted to the Certification Council at first stage for grant or renewal of accreditation shall be accompanied by the supporting documents and information as mentioned in Cover Letter(s) of Application as per Schedule III. The Certification Council may require additional information and documents or amend the requirements in Schedule III from time to time. 

(4)	All applicants at second stage of their application, after receipt of audit report and evaluation report, shall submit an undertaking to fulfil the requirements noted in Clause 5 and provide the following documents and information to the Certification Council:
(a) the complete and final Audit Report as per Security Audit Regulations, 2023; 
(b) the complete and final Evaluation Report of the Signature Creation Device as per Security Audit Regulations, 2023;
(c) an undertaking to submit proof of insurance to the Certification Council before issuance of Certification of Accreditation against liability for loss of not less than PKR 10 Million in case of domestic Certification Service Provider or USD 150,000 in case of Foreign Certification Service Provider for any claim arising out of any error or omission on the part of the Applicant, its officers or employees; 	Comment by Samar Masood: To be discussed with the Certification Council 
(d) an undertaking to submit a performance guarantee issued by a scheduled bank in favour of the Certification Council in a form approved by the Certification Council for an amount as prescribed under Sub-Clause 3(c) of Clause 5, before issuance of Accreditation Certificate.
(5) The decision on the application of the Certification Service Provider shall be provided within a period of ninety (90) days. In case of a delay, the Certification Council shall, in writing, inform the Certification Service Provider the reasons for the delay and take reasonable steps to expedite the decision. 

5. [bookmark: _Ref120302385][bookmark: _Ref120545860]Minimum Accreditation Requirements: - (1) Any Certification Service Provider or Accredited Certification Service Provider, as the case may be, applying for grant or renewal of Accreditation Certificate must provide reliable documentary evidence to the satisfaction of the Certification Council that it has sufficient funds to operate as a Certification Service Provider and has adequate insurance coverage to cover major areas of liability. 

	Provided that the Certification Council may, notify the minimum financial criteria for Certification Services Provider as minimum eligibility criteria, for the determination of the application for grant or renewal, as the case may be, of Accreditation Certificate for its Certification Services. 

	Provided further that all Government bodies, departments, statutory body, or any other entity fully controlled or owned by the Government shall be exempted from the requirement of having any minimum paid up capital under this sub-clause.

(2) The applicant desirous of being accredited is required to fulfil the following requirements:

(a) Subject to the requirements prescribed in these Regulations, a company formed in any other country may apply to the Certification Council for grant of Accreditation Certificate as foreign Certification Service Provider.
(b) Submission of a performance guarantee issued by a scheduled bank in the form prescribed in Schedule VI for an amount of PKR 20 10 Million in case of domestic Certification Service Provider and USD 250150,000 in case of foreign Certification Service Provider valid for a period of at least 10 years;	Comment by Samar Masood: To be put up before the council

(3) The grant of accreditation shall be subject to the provision of the following documents to be furnished after the decision for accreditation has been made by the CouncilCertification Council:
(a) Accreditation fee as per Schedule I;
(b) Proof of insurance;
(c) Indemnity bond for an amount determined by the Certification Council in the form specified in Schedule VIII;	Comment by Samar Masood: Amount can be flexible - 
Can be more than the penalty 
(d) Any other document that the CouncilCertification Council may require at the time of communicating the decision. 

(4) The indemnity bond furnished under Clause (3)(c) may be encashed partially or fully in accordance with the Regulations and decision of the Certification Council. 

6. Factors for consideration of Accreditation: - (1) In deciding the application for accreditation, the CouncilCertification Council shall consider the documents submitted as per Clauses 4 and 5.

7. [bookmark: _Ref120534025]Grant of Accreditation: - (1) If the Certification Council concludes that the Certification Service Provider comply with the requirements prescribed herein and fulfils the requirements as prescribed in Clause 5:

(a) The Certification Council may accredit the Certification Service Provider and add to its Repository, the accreditation certificate in accordance with Section 23 of the Ordinance. Such accreditation shall be non-transferrable unless permitted by the Certification Council.; or 
(b) Refuse the accreditation in accordance with Clause 8 of these Regulation. 

(2) The Certification Council shall, on the grant of the accreditation to a Certification Service Provider, execute a contract with the Certification Service Provider clearly specifying the terms and conditions of the arrangement to supplement the provisions of these regulations. 

(3) The term of a status of accreditation shall be for 18 months or as decided by the Certification Council from time to time, from the date of grant of accreditation. 

Provided where the Accredited Certification Service Provider has applied for renewal within the stipulated time, their status as an Accredited Certification Service Provider shall continue till such time that the Certification Council expressly accepts or rejects the application for renewal and shall not, automatically expire after the expiry of the term stipulated herein.  

8. [bookmark: _Ref120530843]Refusal: - (1) Where, on the assessment of the information provided and the application submitted by a Certification Service Provider, the Certification Council is of the view that the Certification Service Provider does not meet the requirements under the Ordinance or these regulations or would fail to meet the requirements, it may refuse the grant of accreditation to the Certification Service Provider through a proper speaking order in terms of Section 26 of the Ordinance.

(2) Notwithstanding sub-clause (1), the Certification Council may provide an opportunity to the Certification Service Provider to rectify any anomalies in the application, provide additional information or take steps to remove any deficiencies etc. 

(3) The refusal for grant of accreditation shall not disentitle the Certification Service Provider from reapplying for accreditation at any stage and shall not affect its existing business. 

(4) The Certification Service Provider who has been refused accreditation in terms of sub-clause (1) may challenge the same under Chapter XIII of these regulations. 

9. [bookmark: _Ref120527558]Revocation and suspension: - (1) The Certification Council upon prior service of show cause notice and after having heard the Accreditation Certification Service Provider, by order in writing may revoke the status of an Accredited Certification Service Provider where the Certification Council has determined that:
(a) the Accredited Certification Service Provider has not provided the Certification Council with accurate or correct information at the time of accreditation;
(b) The Accredited Certification Service Provider’s capacity to provide certification services has been affected;
(c) The Accredited Certification Service Provider is in the course of being wound up or liquidated or a receiver has, or a receiver and manager have, been appointed by the court in respect of the Accredited Certification Service Provide
(d) The Accredited Certification Service Provider or any one of its management has been convicted of an offence;
(e) The Accredited Certification Service Provider commits breach of, or fails to observe and comply with, the procedures and practices as per the Certification Practice Statement or any other direction of the Certification Council;
(f) The Accredited Certification Service Provider fails to conduct, or does not submit, the reports of the audit in accordance with the provisions of Security Audit Regulations, 2023;
(g) The Accredited Certification Service Provider misrepresents or provides incorrect information;
(h) The Accredited Certification Service Provider fails to fulfil any other contractual obligation with any Government entity;
(i) The Accreditation Certification Service Provider does not wish to provide accredited certification services and files an application in the form specified in Schedule V of these regulations;
(j) The digital certificates, key pair, password have been compromised due to the negligence of the persons designated to perform trusted roles or otherwise;
(k) failure to update or upgrade the Repository;
(l) use of expired digital certificate or non-archival of expired digital certificate in the Repository;
(m) non-payment of requisite fees for issuance and storage in repository of each digital certificate;
(n) failure to supply the information of subscribers when demanded by the Certification Council or any investigating authority;
(o) Non-compliance with any laws applicable for the time being in force;
(p) failure to report to the Certification Council regarding any change in the constitution of the company, partnership and any other entity or change in the persons delegated to perform trusted roles.

(2) Where, in the opinion of the Certification Council, the Accredited Certification Service Provider’s status should not be revoked, it may suspend its status for a fixed period of time as determined in an order passed in line with Section 26 of the Ordinance. 

(3) The decision for suspension or revocation shall be taken after complying with the due process requirement and providing the Accredited Certification Service Provider an opportunity of being heard.

(4) On the revocation or suspension of the accreditation by the Certification Council, the Certification Service Provider shall immediately advertise that its accreditation status has been revoked or suspended. The mode and manner of advertisement shall be decided by the Certification Council. 

(5) Within a period of sixty (60) days from the date of suspension (where it exceeds sixty days) or revocation, the Certification Service Provider shall revoke all certificates that remain unrevoked or unexpired at the end of the sixty days’ notice period. The same shall not affect previous transactions unless the certificate issued was invalid and after the date of expiry mentioned in the order, the Certification Service Provider shall destroy the private key and confirm the date and time of destruction of the private key to the Certification Council. Notwithstanding anything contained in Clause 11, other than in the case of Clause 9(1)(a), all certificates issued till the suspension or revocation shall be deemed to be valid and shall not invalidate or undermine the authenticity of any electronic document to which they relate. 

(6) After passing an order for suspension or revocation, the Certification Council shall remove the certificate of the Accredited Certification Service Provider from the repository (i.e. update the Certificate Revocation List) and advertise the latest position on its website relating to the status of the Certification Service Provider. 

(7) For revocation under sub-clause (1) (j), the Accredited Certification Service Provider shall submit an application in writing to the Certification Council in the form of a declaration. The Certification Council shall require the Accredited Certification Service Provider to take such steps that are needed for the benefit of the subscribers. 

(8) Where the revocation was initiated or undertaken due to an application filed by Accredited Certification Service Provider under sub-clause (1)(j), the Certification Council shall return the performance guarantee to the Accredited Certification Service Provider subject to the payment of fee under Schedule I and submission of application in the form prescribed in Schedule V, and refund the fee to the subscribers.

(9) Where the Accredited Certification Service Provider is revoking certificates due to the revocation of its own certificate by choice, they may transfer all certificates to another Accredited Certification Service Provider for which it shall inform Certification Council and submit to the Certification Council:
(a) Fee in accordance with Schedule I;
(b) Agreement with transferee;
(c) Provision in contract with subscriber which permits such transfer;
(d) Proof that it has discharged all obligations towards the Certification Council.

10. [bookmark: _Ref120525272]Renewal: - (1) The Accredited Certification Service Provider may, subject to payment of a renewal fee as prescribed under Schedule I, apply for renewal of its accreditation status in accordance with sub-clause (3) of this clause. 

(2) At the time of renewal, the Certification Council shall reassess the standing and the capacity of the Accredited Certification Service Provider to continue providing services and shall pass an order accordingly in accordance with the provisions of Section 26 of the Ordinance.

(3) An Accredited Certification Service Provider shall submit an application for the renewal of its accreditation not less than 180 days or as decided by the Certification Council from time to time, before the date of expiry of the period of validity of the status. 

(4) The provisions of Clause 4 to 8 (inclusive) shall apply mutatis mutandis to the renewal proceedings under this clause.  

11. Effect of Suspension or Revocation: - (1) In case of suspension or revocation of the accreditation status, the Certification Service Provider shall be precluded from representing or signalling that it is accredited by the Certification Council.

Provided however, that all certificates issued till the suspension or revocation shall be deemed to be valid and shall not invalidate or undermine the authenticity of any electronic document to which they relate.

12. [bookmark: _Ref120526519]Duties and Obligations of an Accredited Certification Service Provider: - (1) In addition to the requirements provided under the Ordinance and any other laws for the time being in force and other provisions of these regulations, an Accredited Certification Service Provider will be obligated to:
(a) Exercise due care and diligence while handling data and information; 
(b) Maintain, the archival data relating to all certificates issued in the past seven years;
(c) Ensure that it has adequate infrastructure for providing certification services with reliable back up procedures;  
(d) Ensure compliance with all legal and regulatory requirements applicable to the provision of certification services so as to promote the best interests of subscribers and the integrity and authenticity of accredited electronic signatures and qualified electronic signature;
(e) Remain in compliance with the accreditation requirements at all times and inform the Certification Council immediately when it is non-compliant with any of the said requirements; 
(f) Comply with and adopt the Certification Practice Statement;
(g) Frame policies and procedures to ensure compliance with the regulatory requirements;
(h) Ensure the use of minimum standards in order to facilitate interoperability; 
(i) Have its security audit conducted annually in accordance with Security Audit Regulations, 2023;
(j) Inform the Certification Council of any change in the provision of its certification services and an intention to cease those activities;
(k) Employ staff and, if applicable, subcontractors who possess the necessary expertise, reliability, experience, and qualifications and who have received appropriate training regarding security and personal data protection rules and shall apply administrative and management procedures;
(l) Maintain sufficient funds to pay any penalties or damages imposed in accordance with the provisions of Chapter XI of these regulations; 
(m) Use trustworthy systems and software/hardware that are protected against modification and ensure the technical security and reliability of the processes;
(n) Use trustworthy systems to store data provided to it, in a verifiable form so that they are publicly available for retrieval only where the consent of the person to whom the data relates has been obtained and only authorised persons can make entries and changes to the stored data and the data can be checked for authenticity; 
(o) Take appropriate measures against forgery and theft of data;  
(p) Keep accessible, for an appropriate period of time, all relevant information concerning data issued and received by the Accredited Certification Service Provider;
(q) Ensure compliance with all regulations of the Certification Council and other laws, rules, regulations etc. applicable to the Certification Service Providers;
(r) Ensure integrity, confidentiality and protection of information employed in its operation, considering classification, declassification, labelling, storage, access and destruction of information according to their value, sensitivity and importance of operation.
(s) Formulate an IT and security policy in compliance with the minimum standards prescribed under these regulations;
(t) Establish and keep updated a database of certificates for validation, verification etc.;
(u) Comply with the procedure as defined in their Certification Practice Statement;
(v) Comply with all privacy requirements under these regulations;
(w) Notify the Certification Council and take immediate steps to rectify in case of any incident that may adversely or materially affect the validity of the whole or any part of the system or software/hardware or the provision of certification services.

(2) The Certification Council may impose additional obligations for achieving the purposes of the Ordinance and these regulations through a contract with the Certification Service Provider in a standard format. 

(3) The Accredited Certification Service Provider shall further be obligated to employ people in trusted roles under sub-clause (4) in the entity who are trustworthy and properly trained and ensure that the functions are distributed among more than one person.

(4) The Accredited Certification Service Provider shall create at least the following four roles in its organization which shall be deemed to be trusted roles:

(a) Accredited Certification Service Provider administrator: authorized to install, configure, and maintain the Accredited Signature Creation Device, certification services, establish and maintain user accounts; configure profiles and audit parameters, generate keys, supervise the issuance of certificates, suspension, revocation etc., management of data or for other similar responsibilities.
(b) Accredited Certification Service Provider officer: authorized to verify and approve certificates or certificate revocations;
(c) Audit administrator: authorized to view and maintain audit logs;
(d) System administrator: authorized to perform system backup and recovery.

(5) The roles and functions of the trusted roles in sub-clause (4) shall not be delegated to any other person.
 	Comment by Aamna Tariq: Chapter 1 Clause 1(3)
13. Management of Data by Accredited Certification Service Providers: - (1) The Accredited Certification Service Provider shall retain all the data relating to the subscribers, certificates, old and new versions of the Certification Practice Statement and all such information required under these regulations.

(2) The Accredited Certification Service Provider shall ensure minimum down time as prescribed by the Certification Council from time to time. 

14. [bookmark: _Ref120524529]Assessment by the Certification Council: - (1) The Certification Council in its sole discretion, may designate an Assessment Committee constituted for the purposes of this Regulations which shall have right to monitor and assess the services and operations of the Accredited Certification Service Provider with reference to its Certification Practice Statement and the minimum standards at any time during the validity of the Accreditation Certificate and for that purpose, the assessment committee shall have the right to:
(a) Get access and remain in the Facility including all the systems as long as the assessment committee deems necessary;
(b) Collect the evidence and make extracts of logs, data and other information necessary for the purposes of assessment;
(c) Obtain records of complaints and actions taken thereon by the Accredited Certification Service Provider;
(d) Inspect Physical security of the Facility; and 
(e) Check the performance and technical competence of Trusted Roles present in the Facility including presence of adequate technical staff in the Facility.

15. Relationship between the Certification Council and Accredited Certification Service Providers: - (1) The relationship between the Certification Council and Accredited Certification Service Providers shall be that of a regulator and regulated governed by the Ordinance, these regulations, other applicable laws and regulations, and that of parties to a contract.

16. Review: - (1) The Certification Council shall continue to review the practices of an Accredited Certification Service Provider and may revoke or suspend the status of accreditation if the occurrence of any event noted in clause 9 is ascertained during the review process.

(2) The Certification Council may require Accredited Certification Service Provider to have its facility inspected, submit evidence, grant access to the Certification Council or authorized officers of the Certification Council or provide any information required by the Certification Council.

(3) The Accredited Certification Service Provider shall submit half-yearly reports to facilitate the Certification Council in its review. The half-yearly reports shall include information relating to the:
(a) Number of subscribers;
(b) Number of certificates issued, suspended, revoked, expired and renewed,
(c) System and software/hardware performance;
(d) Organizational structure and changes in management etc.

17. Fees: - (1) The Accredited Certification Service Provider shall pay the fees prescribed in Schedule I as and when applicable for the following processes:
(a) Application process;
(b) Accreditation;
(c) Renewal;
(d) Repository;
(e) Others. 

(2) The fees in sub-clause (1) shall be paid in the name of the Certification Council and in the mode and manner acceptable to the Certification Council. 
 
(3) The Certification Council may increase or decrease the fees in the interests of public in its sole discretion and after recording reasons in writing, it shall publish the same on its website.

18. Disclosure: - (1) The Accredited Certification Service Provider shall disclose to the public, its accreditation certificate issued by Certification Council, its Certification Practice Statement, notification relating to the revocation or suspension of its accreditation certificate, any another fact that materially and adversely affects either the reliability of Accredited Certificate, that the Accreditation Certification Service Provider has issued, or its ability to perform its services.

19. Cross-Certification: - (1) An Accredited Certification Service Provider shall have arrangements for cross certification with other Certification Service Providers. 
(2) The Certification Council shall approve all such arrangements for cross-certifications under sub-clause (1) that are presented to it and in the event of a failure to take such approval, the arrangement shall be deemed to be void ab initio. 
 

Chapter III
	
Accreditation of Signature Creation Device
20. Accreditation of Signature Creation Device: - (1) Any person desirous of creating Qualified Electronic Signatures shall use Signature Creation Device accredited by the Certification Council under these regulations. 

21. [bookmark: _Ref120290251]Application for accreditation of Signature Creation Device: - (1) Any person desirous of getting accreditation certificate for Signature Creation Device shall submit, along with the payment prescribed in Schedule I, an application in the form prescribed in Schedule IIIA of these regulations along with required documents.

(2) Where information or additional information required by the Certification Council is not submitted by the applicant within the time specified and provided that the time has not been extended by the Certification Council, the application shall be deemed to have been abandoned and withdrawn and the fee paid shall not be recoverable. 

(3) The appointment of evaluation lab on the complete application in all aspects by the Applicant shall be made within a period of thirty (30) days. In case of a delay, the Certification Certification Council shall, in writing, inform the Applicant of the reasons for the delay and take reasonable steps to expedite the decision. 


22. Decision by the Certification Council: - (1) The Certification Council shall take decision on the application based on the evaluation report submitted by the Evaluation Lab within 60 (sixty) days. Certification Council has the right to accept or reject the evaluation report. In case of rejection the Certification Council shall inform the applicant in writing the reason for rejection.

(2) Applicant shall submit accreditation fee as per Schedule I to the Certification Council after acceptance of the evaluation report by the Certification Council for award of accreditation certificate.

23. [bookmark: _Ref120290205]Refusal: - (1) Where, on the assessment of the information provided and the application submitted, as the case may be, the Certification Council is of the view that the Applicant has not submitted the application in the prescribed form, has misrepresented, has not been adequately able to substantiate its claims etc. it shall refuse the approval through a proper speaking order in terms of Section 26 of the Ordinance.

(2) Notwithstanding sub-clause (1), the Certification Council may provide an opportunity to the Applicant to rectify any anomalies in the application, provide additional information or take steps to remove any deficiencies etc. 
	
(3) The Applicant who has been refused approval in terms of sub-clause (1) may challenge the same under Chapter XIII of these Regulations. 

24. Revocation and suspension: - (1) The Certification Council may revoke the accreditation of any Signature Creation Device where the Certification Council has determined that the Applicant:
(a) Has not provided the Certification Council with accurate or correct information at the time of submission of application;
(b) Has used Signature Creation Device for encryption/decryption purposes unless accredited as per Crypto Apparatus Accreditation Regulations, 2023;
(c) Has materially deviated from the requirements under these regulations;
(d) Has changed or deviated from the terms of the accreditation;
(e) Has changed the security protocols, algorithms etc. which are non-compliant with the standards prescribed by the Certification Council;
(f) Committed breach of, or failed to observe and comply with, the standards, directives, procedures and international best practices;
(g) Failed to comply with the directions of the Certification Council; 
(h) Public interest requires revocation or suspension of the accreditation;
(i) Has been blacklisted by any government entity, international organization, other accreditation organization etc. 

(2) Where, in the opinion of the Certification Council, the Applicant’s accreditation should not be revoked, it may suspend the accreditation for a fixed period of time as determined in an order passed in line with Section 26 of the Ordinance. 

(3) The decision for suspension or revocation shall be taken after complying with the due process requirement and providing the Applicant an opportunity of being heard.

25. Renewal: - (1) In case of any change to the Accredited Signature Creation Device or due to any change in the applicable standards, if required as per instructions of the Certification Council, the Applicant shall apply for renewal of its accreditation, subject to payment of a renewal fee as prescribed under Schedule I, for the accreditation of the Signature Creation Device. 

(2) The provisions of clauses 21 to 24 shall apply mutatis mutandis to the renewal proceedings under this clause.  

26. Directions. – (1) The Certification Council may, prior to refusal of accreditation, direct the Applicant to undertake steps to rectify any anomalies in the security procedures, signature creation and validation methods, Key Management system etc.  

27. [bookmark: _Ref120542837]Obligations of the Applicant: - (1) The Applicant for the accreditation of Signature Creation Device, shall ensure confidence in the communication infrastructure, ensure that the Signature Creation Device is not used for the purposes of committing any crime, jeopardising public safety, law enforcement and national security.

(2) The Applicant seeking accreditation of Signature Creation Device shall ensure that, the data, information etc. of the key-holders, users, relying parties etc. is kept confidential. 

(3) The Applicant shall ensure that during the use of the Signature Creation Device, there are no material deviations from the representations made at the time of submission of application under clause 21.

28. Presumption: - (1) All Certification Services provided using Accredited Signature Creation Device shall, subject to this clause, be presumed to ensure the following:
(a) Confidentiality of information;
(b) Protection of key(s) has not been compromised;	Comment by Manahil Nadir Gilani: Repeated 

(2) The presumption shall stand automatically rebutted in case of any breach of the obligations under these Regulations or any direction of the Certification Council.

(3) Subject to sub-clause (2), the presumption shall be rebutted only when there is evidence to prove that there was actual or potential knowledge that the Accredited Signature Creation Device was unable to ensure the elements noted in sub-clause(1).

29. Obligation to inform: - (1) The Applicant shall notify the Certification Council immediately in case of a security related incident, a security or data breach or any operation etc. causing breach relating to the Certification Service provided by the Accredited Signature Creation Device. In case of a failure to notify, the Certification Council shall be entitled to penalize the Applicant in accordance with the provisions of Chapter XI of these Regulations.   

30. Security requirements: - (1) The Applicant shall take appropriate technical and security measures to manage the risks posed to the security of the Signature Creation Device, its Certification Services and to ensure the protection of products in line with the latest technological developments. 

31. Security evaluation: - (1) The security evaluation shall be undertaken only by an Evaluation Lab licensed under the Security Audit Regulations, 2023.

(2) Report on the security evaluation process prepared by an Evaluation Lab shall be carried
out in accordance with the standards prescribed under the Schedule and shall be
submitted to the Certification Council for decision on the accreditation of the Signature Creation
Devices.


32. Relationship between Evaluator and the Applicant: (1) The Evaluator shall be independent from the Applicant being accredited and shall ensure that there is no conflict of interest either directly or indirectly.

(2) The Evaluator and the Applicant shall not have any current or planned financial, legal, or other relationship, other than that of an evaluator and the applicant.

(3) For sub-clause (1), an independent Evaluator shall mean an Evaluator who is not connected or does not have any other relationship, whether pecuniary or otherwise, with the Applicant, its associated companies, subsidiaries, and it can be reasonably perceived as being able to exercise independent business judgment without being influenced by the Applicant and: 
(a) Has not been an employee or officer of the Applicant, any of its subsidiaries or holding company within the last three months;
(b) Has not had or have a material business relationship with the Applicant either directly, or indirectly etc. 
(c) There are no close relatives of the Evaluator working for or with the Applicant.

33. Application for Evaluation: - (1) The selection of the evaluator shall be made from Evaluation Labs licenced under the Security Audit Regulations, 2023. 

(2) The Applicant shall provide all information, required for the evaluation, by the Accredited Evaluation Lab as per the Standards prescribed in Schedule II.

34. Grant of Accreditation: - (1) The Certification Council shall accredit Signature Creation Devices based on the evaluation report generated after evaluation of Signature Creation Device as per the standards prescribed in Schedule II.

(2) The timeline of the Accreditation or its renewal may be delayed where the Certification Council
prescribes or adopts new standards. The delay may not exceed more than ninety (90)
days.

Chapter IV

Security and Standards

35. Security requirements: - (1) An Accredited Certification Service Provider shall take appropriate technical and security measures to manage the risks posed to the security of the Certification Services and ensure the protection of its software/hardware in accordance with the provisions of these Regulations. 

36. Obligation to inform: - (1) The Accredited Certification Service Provider shall notify the Certification Council immediately in case of a security related incident, a security or data breach or any operation etc. causing loss of integrity. In case of a failure to notify, the Accredited Certification Service Provider shall be liable under Chapter XI of these regulations. 

37. [bookmark: _Ref120526312][bookmark: _Ref120292270]Minimum Standards: - (1) Notwithstanding the technology neutrality built in the Ordinance, the Accredited Certification Service Providers shall be bound to meet the minimum technical control and standards specified under Schedule II of these regulations in the provision of certification services in order to ensure confidence in the Public-Key Infrastructure, the use of Certification Services. 

(2) The Accredited Certification Service Providers may use higher accepted international standards other than those specified in Schedule II as long as they do not undermine the security of and confidence in the Public-Key infrastructure. 

(3) Notwithstanding the technology neutrality built in the Ordinance, the Applicant for accreditation of Signature Creation Device shall be bound to meet the minimum technical control and standards specified under Schedule II of these Regulations.

Chapter V

Repository

38. Establishment of Repository: - (1) On coming into force of these regulations, there shall be a repository, established by the Certification Council, which shall include information, relating to the certificates of accreditation, certificates issued by Accredited Certificate Service Providers, other certificates issued in relation to certification services etc. The information in the repository shall implement a mechanism to prove its authenticity and integrity. 

39. Management of Repository: - (1) The Certification Council shall keep the repository updated to reflect the latest position on the grant, renewal, revocation or suspension of accreditation certificates. All changes to the repository shall be made within a period of forty-eight (48) hours from the time of decision of the Certification Council. 

40. Information in the Repository: - (1) Notwithstanding anything contained in Section 23 of the Ordinance, the Certification Council shall keep a record of the following in the repository:
(a) Details relating to the Accredited Certification Service Provider including the date of its accreditation, certificates etc; 
(b) Certificates issued and revoked of the subscribers by the Accredited Certification Service Providers;
(c) Current and past versions of Certification Practice Statement of an Accredited Certification Service Provider;
(d) Electronic time stamps indicating the date and time of grant of accreditation to the Accredited Certification Service Provider;
(e) Information relating to the revocation or suspension of accreditation of an Accredited Certification Service Provider; 
(f) Information on Commencement of operations of Cross Certification of Certification Service Provider.
(2) Any other information that the Certification Council may determine for time to time to be kept in the repository.

Chapter VI

Provision of Certification Services

41. Post Accreditation: - (1) On the grant of accreditation status in accordance with clause 7 of these regulations, the Accredited Certification Service Provider may commence its commercial operations subject to the provisions of the Ordinance, all regulations and the contract with the Certification Council.

42. Terms and Conditions for the grant of Certificates: - (1) The Accredited Certification Service Provider shall, at the time of issuing a certificate verify, by appropriate means the identity and, if applicable, any specific attributes of the subscriber, either natural or legal person, to whom the certificate is issued to either directly or through a third party, physically, remotely, electronically or using any other identification mechanism which has been permitted in the Certification Practice Statement.

43. Terms of Certificates: - (1) The Accredited Certification Service Provider shall execute agreements with the subscribers and relying parties at the time of issuing the certificates, validating certificates etc. which shall, in a clear and transparent manner, communicate the terms of the certificate, limitation of use and mechanism of its use etc. to grant a certificate to the subscriber. 

44. [bookmark: _Ref120547266]Identification of subscriber: (1) The Accredited Certification Service Provider shall collect all relevant information on the subscriber which shall entitle it to ascertain the identity of the subscriber. Subject to the limitation of law and these regulations, this data shall be considered to be confidential and shall not be published without the consent of the subscriber. 

(2) An Accredited Certification Service Provider shall have the right to check the identification of the subscriber from NADRA or any other government agency etc. before the generation and issuance of any certificate. 

45. Form of Certificate: - (1) The Accredited Certification Service Provider shall issue certificates in a form complying with the standards listed in Schedule II or any other information that the Accredited Certification Service Provider deems fit.

(2) Any certificate issued in non-compliance with the provisions of sub-clause (1) shall be invalid and the Accredited Certification Service Provider shall be liable to the subscriber and/or may be penalized by the Certification Council in accordance with the provisions of Chapter XI of these regulations.  
(3) An Accredited Certification Service Provider shall provide a reasonable opportunity to the subscriber to verify the contents of the certificate before it is accepted and once it has been accepted, the Accredited Certification Service Provider shall publish a signed copy of it in its database and forward the same to the Certification Council for publishing it in the repository along with the relevant fee.
(4) The Accredited Certification Service Provider shall charge such fee for the provision of certification services as may be decided by the Accredited Certification Service Provider and the fee shall be clearly communicated before the issuance of a certificate to the subscriber.
46. [bookmark: _Ref120529559]Revocation of Certificate. – (1) The Accredited Certification Service Provider shall revoke a certificate where the subscriber’s secret information, key pair, password etc. has been compromised, the certificate has been misused, the certificate is not required, or it is in public interest that the certificate be revoked. 

(2) If Accredited Certification Service Provider decides to revoke a certificate, it shall note such revocation in its certificate database and publish the revocation status of the certificate in a timely manner, and in any event within 24 hours after the receipt of the request of the subscriber or in case of a decision of the Accredited Certification Service Provider. The revocation shall become effective immediately upon its publication. 

(3) The certificate may be revoked on the request of the subscriber or by the Accredited Certification Service Provider for the same reasons noted in sub-clause (1). 

(4) The Accredited Certification Service Provider shall compensate the subscriber if the certificate is revoked before its expiry, where the certificate is not revoked due to an error of the subscriber. 

(5) The Accredited Certification Service Provider shall follow the process for revocation provided in its Certification Practice Statement. 

47. Validation of Accredited Electronic Signature: - (1) Any relying party may use the public key of a subscriber having certificate from an Accredited Certification Service Provider for validating an electronic document, Accredited Electronic Signature, Qualified Electronic Signature etc.

(2) The validation process shall confirm the validity of the Accredited Electronic signature if:

(a) The certificate that supports the signature was, at the time of signing, a certificate issued in compliance with the provisions of these regulations;
(b) The certificate was issued by an Accredited Certification Service Provider and was valid at the time of signing; 
(c) The unique set of data representing the signatory including a pseudonym in the certificate is correctly provided to the relying party; 
(d) The Qualified Electronic Signature was created in an Accredited Signature Creation Device and was in possession or control of the signatory;
(e) The Accredited Electronic Signature was created under the sole control of the signatory;
(f) The integrity of the electronic document and the signature has not been compromised;
(g) The authenticity of the electronic document and the signature is ascertainable. 

(3) The validation process of an Accredited or Qualified Electronic Signature shall communicate to the relying party that the elements noted in clause 28 have been met and the presumption under Section 28 of the Ordinance shall be assumed thereafter.  

(4) The validation process shall entitle the relying party to receive the validation results in an automated manner, which should be reliable, efficient and bear the Accredited or Qualified electronic signature level of the Accredited Certification Service Provider. 

(5) Notwithstanding the technology neutrality built in the Ordinance, the primary mechanism for generation and validation of Accredited or Qualified Electronic Signatures and Certificates shall be as specified in standards listed in Schedule II.

48. Validation of Electronic Time Stamp: (1) An electronic timestamp issued by an Accredited Certification Service Provider, where used in tandem with an Accredited Electronic Signature must be able to guarantee the integrity of the data forming part of Accredited Electronic Signature and authenticity as to the date, time and place in which the electronic document is signed. 

(2) Where the integrity or authenticity has been compromised in the context of sub-clause (1), the validation process should be able to detect that the Accredited Electronic Signature or the data has been altered, modified etc. after the date and time when the electronic time stamp was issued. 

Chapter VII

Foreign Certification Service Providers
49. Application of Provisions. – (1) In addition to the provisions of this Chapter, the provisions of these regulations shall apply mutatis mutandis to Foreign Certification Service Providers desirous of being accredited and Accredited Foreign Certification Service Providers.

(2) The Foreign Accredited Certification Service Providers shall be treated in the same way as domestic Accredited Certification Service Providers. 

(3) A Foreign Accredited Certification Service Provider shall not own directly or indirectly any entity in Pakistan which provides accredited certification services in Pakistan. 

50. Execution of Agreement: - (1) The Certification Council shall, execute an agreement with Foreign Certification Service Providers at the time of accreditation which shall specify the terms and conditions of accreditation. All other obligations in addition to the provisions of the Ordinance, these regulations and all other relevant regulations, shall be governed under the provisions of the Contract Act 1872. 

51. Additional requirements: - (1) In addition to the requirements and factors in granting accreditation to the Certification Service Providers, when considering accreditation to Foreign Certification Service Providers, the Certification Council shall consider the following factors:
(a) The corporate compliances etc. under the relevant laws of the country where the Foreign Certification Service Provider is registered or provides certification services;
(b) The requirements under the certification laws where the Foreign Certification Service Provider is registered or provides certification services;
(c) Financial and human resources, including existence of assets within the country where it is registered or provides certification services;
(d) Compliance with laws of Pakistan where applicable.
 
(2) The application for accreditation under this Chapter shall be submitted in the form prescribed in Schedule IV to these regulations. 

52. Assets and operations: - (1) The Accredited Foreign Certification Service Provider shall be required to open a bank account in Pakistan with the minimum capital requirement prescribed in clause 5 or own an asset equivalent to the amount. 

(2) An Accredited Foreign Certification Service Provider shall be required to hire technical personnel in Pakistan to directly liaison with the Certification Council where required. 


Chapter VIII

Accounting and Audit

53. General. – (1) The obligations and duties of an Accredited Certification Service Provider under these regulations with respect to audit and accounts are in addition to the requirements of any other applicable laws, rules and regulations applicable to Accredited Certification Service Provider.

54. Maintenance of books of accounts and other records. – (1) An Accredited Certification Service Provider shall keep accounting and other records which shall sufficiently explain its business and transactions entered into (whether effected on its own behalf or on behalf of subscribers) and the financial position of the Accredited Certification Service Provider and shall be such as to: 
(a) Disclose with accuracy the financial position at that time;  
(b) Enable the Accredited Certification Service Provider to prepare financial statements at any time and which comply with the requirements of law; and 
(c) Demonstrate whether the Accredited Certification Service Provider has adequate financial resources to meet its business commitments. 

(2) An Accredited Certification Service Provider shall ensure that all books and records with respect to accounting and audit under these regulations are updated in a timely manner. 

(3) All records required to be maintained under these regulations including records maintained in electronic form shall be recorded, arranged, filed, indexed and cross-referenced so as to permit prompt access to any particular record. 

(4) An Accredited Certification Service Provider shall prepare and maintain books of accounts and other documents in a manner that will disclose a true, accurate and up-to-date position of business, including but not limited to:-    
(a) record of all assets and liabilities of the Accredited Certification Service Provider including any commitments or contingent liabilities; 
(b) ledgers (or other comparable records) reflecting asset, liability, reserve, capital, income and expense accounts;    
(c) daily entries of all subscriber money which is deposited into or out of a bank account.

55. Preparation and submission of financial statements. – (1) An Accredited Certification Service Provider shall prepare financial statements for each quarter, half year and for each financial year. The financial statements of the Accredited Certification Service Provider shall be prepared in compliance with the requirements of the relevant law including the Companies Act 2017.   

56. Submission of information. – (1) The Certification Council may by written notice require an Accredited Certification Service Provider to submit to the Certification Council such information or periodic returns as it may require. 


Chapter IX

Duties of Subscribers

57. Obtaining certificate: - (1) All material representations made by the subscriber to an Accredited Certification Service Provider for purposes of obtaining a certificate, including all information known to the subscriber and represented in the certificate, shall be accurate and complete to the best of the subscriber’s knowledge and belief, regardless of whether such representations are confirmed by the certification authority.

58. Acceptance of certificate: - (1) By accepting a certificate issued by an Accredited Certification Service Provider under Clause 42 of these regulations and till such time that the certificate is valid, the subscriber noted in the certificate certifies to all who reasonably rely on the information contained in the certificate that: 
(a) the subscriber rightfully holds the private key corresponding to the public key listed in the certificate;
(b) all representations made by the subscriber to the Accredited Certification Service Provider and material to the information listed in the certificate are true; and
(c) all information in the certificate that is within the knowledge of the subscriber is true.

59. Control of private key: - (1) By accepting a certificate issued by an Accredited Certification Service Provider, the subscriber identified in the certificate assumes a duty to exercise reasonable care to retain control of the private key corresponding to the public key listed in such certificate and prevent its disclosure to a person not authorised to create the subscriber’s Accredited/Qualified electronic signature.

(2)  Such duty shall continue during the operational period of the certificate and during any period of suspension of the certificate and where the subscriber has actual or constructive knowledge that the private key corresponding to the public key listed in the certificate has been compromised, it shall notify the same to the Accredited Certification Service Provider who shall follow the revocation process noted in clause 46.

Chapter X

Certification Practice Statement

60. Purpose of Certification Practice Statement: - (1) The Certification Practice Statement shall be a legally binding document between the Accredited Certification Service Provider, the subscribers, the applicants, the relying parties, employees, and contractors and shall serve the purpose of a notice to all parties about the practices of the Accredited Certification Service Provider.

(2) The latest version of a Certification Practice Statement shall be made available to any person and shall be made easily and publicly accessible electronically and otherwise. 

61. Certification Practice Statement: - (1) Notwithstanding the provisions and requirements under Section 25 of the Ordinance, the Certification Practice Statement of an Accredited Certification Service Provider, or any Certification Service Provider desirous of being accredited shall, create and adopt a Certification Practice Statement which shall include the following or any other requirement specified as per standards in Schedule-II:
(a) Practice relating to the identity and verification of certificates;
(b) Practice relating to interoperability;
(c) Levels of assurance and their applicability;
(d) Certificate usage;
(e) Representation and warranties of the Accredited Certification Service Provider;
(f) Backup mechanism;
(g) Practices relating to the management and maintenance of database;
(h) Facility management, computer and technical security control, operational controls etc.;
(i) Procedural controls including trusted roles and their detailed responsibilities; 
(j) Know-your-customer policies;
(k) Types, classes or description of certificates that it issues;
(l) Practice relating to certification for the Public-Key Infrastructure;
(m) Practice relating to issuance of SSL certificates (where applicable);
(n) Security procedures for key generation, key protection and audit logs, signature format, identity verification requirements etc.;
(o) Management of Approved Signature Creation Device and security requirements for holding subscribers’ private key;
(p) Revocation, suspension of certificates;
(q) Compromise handling procedures.
(r) Details of Certification Services.

(2) The Accredited Certification Service Provider shall be bound by the Certification Practice Statement.

(3) Any updates, changes etc. in the Certification Practice Statement shall be communicated to the Certification Council for its approval/record through filing an application in the form specified in Schedule VII within a fortnight.


Chapter XI

Liability and Penalty

62. Liability for intentional or negligent damage: - (1) An Accredited Certification Service Provider shall be liable for damage caused intentionally or negligently to any natural or legal person due to a failure to comply with the obligations under these regulations, knowingly creating, publishing, providing, or offering a certificate that contains or refers to incorrect information. In such a situation, the intention or negligence of the Accredited Certification Service Provider shall be presumed unless rebutted with evidence to the contrary.

(2) A person having Accredited Signature Creation Device shall be liable for damage caused intentionally or negligently to any natural or legal person due to a failure to comply with the obligations under these Regulations. In such a situation, the intention or negligence of the person shall be presumed unless rebutted with evidence to the contrary.

63. Insurance: - (1) An Accredited Certification Service Provider shall insure itself against all losses that may arise due to a security breach or loss of integrity.

64. Limitation of Liability for breaches: - (1) Other than a failure to comply with the provisions of Chapter XII or penalty under clause 65, the Accredited Certification Service Provider shall not be liable for security breaches or loss of integrity due to the actions of a malicious third party. 

65. Penalty: - (1) In case an Accredited Certification Service Provider contravenes or fails to comply with any provision of the Ordinance, rules, regulations, or the terms and conditions of the accreditation or an order of the Certification Council, the Certification Council may, in its sole discretion, after hearing the Accredited Certification Service Provider, encash the indemnity bond and/or performance guarantee issued by a scheduled wholly or partly for such contravention and revoke the status of the Accredited Certification Service Provider.

(2) In case a person contravenes or fails to comply with any provision of the Ordinance, rules, regulations, or the terms and conditions of the accreditation of Signature Creation Device or an order of the Certification Council, the Certification Council may, in its sole discretion, encash a guarantee, blacklist the person and impose such fines that the Certification Council may determine for any violation under these Regulations.

66. Offences: - (1) The liabilities and penalties provided under this Chapter are without prejudice to the provisions of the Ordinance. 

Chapter XII

Data Protection and Confidentiality
67. Data of Subscribers. – (1) The provisions under this Chapter shall apply to the data created, stored or processed in relation to Accredited/Qualified Electronic Signature, Certification Services and subscribers.

68. [bookmark: _Ref120548324]Protection of Data. – (1) The Accredited Certification Service Provider shall ensure that the data generated for the subscriber and collected from or provided by the subscriber shall be:

(a) Processed lawfully, clearly, fairly and in a transparent manner;
(b) Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes;
(c) Processed in a manner that ensures appropriate confidentiality, integrity and authenticity of the data, including protection against unauthorised or unlawful processing, data theft or any other act which may compromise the data, using appropriate technical and security measures prescribed under these Regulations and those incidental for the protection of data;
(d) Processed using only Accredited Signature Creation Device in compliance with the security procedures prescribed herein for Qualified Electronic Signature, in accordance with the approved Certification Practice Statement and in compliance with other requirements under these regulations. 

69. Rights of subscribers. – (1) The Accredited Certification Service Provider shall execute contracts with the subscribers which shall be in an intelligible and easily accessible form, using clear and plain language and specify the rights of the subscribers in relation to the data, the liability of the Accredited Certification Service Provider in case of a failure, breach, recklessness or negligence of the Accredited Certification Service Provider to ensure compliance with these regulations, the terms and conditions of the arrangement etc. 

(2) In case of a Foreign Accredited Certification Service Provider, the subscriber shall have the right to be informed where its data is stored in or transferred to a third country or to an international organisation and the relevant safeguards in case of violation with the provisions of clause 68 under the laws of the third country or international organization. 

(3) The subscriber shall have the right to receive the data concerning him or her, which he or she has provided to an Accredited Certification Service Provider, in a structured, commonly used and machine-readable format and have the right to transmit those data to another Certification Service Provider without hindrance from the Accredited Certification Service Provider to which the data has been provided.

(4) An Accredited Certification Service Provider shall not, in any written communication or agreement, seek to exclude or restrict: 
(a) any duty or liability to a subscriber which such subscriber has under any law or under any regulations made by the Certification Council or any data protection laws; 
(b) any other duty to act with skill, care and diligence that is owed to a subscriber in connection with the provision of service as an Accredited Certification Service Provider; and  
(c) any liability owed to a subscriber for failure to exercise the degree of skill, care and diligence that may reasonably be expected of the Accredited Certification Service Provider in the provision of Certification Services.

(5) A purported exclusion or restriction under sub-clause (4) of this regulation shall be void and of no effect. 

70. Confidentiality. – (1) Subject to compliance with any government directive, direction by the Certification Council or other legal requirement, an Accredited Certification Service Provider shall have in place, proper controls along with clearly documented policies and procedures reasonably designed, for ensuring confidentiality of data including information, keys etc. relating to the subscribers.

(2) An Accredited Certification Service Provider and its employees shall neither profit nor seek to profit from confidential information, nor provide such data to anyone with the objective of making profit for itself or for its subscribers.

(3) An Accredited Certification Service Provider and its employees shall not disclose or discuss with any other person other than in the normal course of business or make improper use of data of subscribers and other information of confidential nature of a subscriber. 

Chapter XIII

Complaints and Dispute Resolution

71. [bookmark: _Ref120550637]Subscriber Complaints. – (1) An Accredited Certification Service Provider shall have internal procedures to ensure the proper handling of complaints received from subscribers and third parties and to ensure that appropriate remedial action on those complaints is promptly taken. 

(2) An Accredited Certification Service Provider shall take all reasonable measures to redress subscribers’ or third party’s grievances promptly but not later than five days of receipt thereof and when called upon by the Certification Council to do so it shall redress the grievances of subscribers within the time specified.  

(3) An Accredited Certification Service Provider shall maintain records regarding subscribers’ and third party’s grievances received by it and redressal of such grievances. 

(4) An Accredited Certification Service Provider shall at the end of each quarter submit information about the number of customer grievances received, redressed and those remaining unresolved beyond thirty days of the receipt to the Certification Council along with the reasons thereof for delay. 

72. Complaint to the Certification Council: - (1) Where the Accredited Certification Service Provider fails to address the complaint made under clause 71 of these regulations within the stipulated time, the subscriber or third party may lodge a complaint with the Certification Council. 

(2) The decision on the complaint shall be made after assessing the contents of the complaint and the Certification Council shall give the complainant and the Accredited Certification Service Provider the opportunity of being heard and which it shall pass an order in line with Section 26 of the Ordinance.

73. Decision of Auditor: - (1) Where the Certification Service Provider when applying for the grant of accreditation or the Accredited Certification Service Provider when applying for the renewal is dissatisfied with the decision of the auditor’s report issued under clause 4, it may, through an application in writing and subject to the payment of fees for the report, request the Certification Council to recommission a report through another auditor.

(2) The Certification Council, in its sole discretion, may appoint another auditor for furnishing a report under clause 4 or conduct the Audit itself. The decision under this clause may be challenged by the Certification Service Provider or Accredited Certification Service Provider under clause 74. 

74. [bookmark: _Ref120550884]Grievance Committee: - (1) The relevant Ministry shall designate a grievance committee of a total of three members who shall be entitled to hear grievances against any order by the Certification Council.

75. Appeal to the Committee: - (1) Subject to anything contained in these regulations, any person, other than the Certification Council, aggrieved by any decision or order passed by the Certification Council, may within thirty days of the date of receipt of such decision or order, prefer appeal to the committee established under clause 74 of these regulations.

Provided that an appeal preferred after the expiry of thirty days may be admitted by the committee if it is satisfied that the appellant has sufficient cause for not preferring the appeal within the specified period.

(3) The committee may, after giving both parties of the appeal, an opportunity of being heard, pass such order as it thinks fit, confirming, varying, altering, setting aside or annulling the decision or order appealed.

(4) Members of the committee shall, in so far as possible, have all the powers vested in a civil court under the Code of Civil Procedure, 1908 (Act V of 1908). 

76. Appeal to the High Court: - (1) Any person including the Certification Council, aggrieved by any order passed or decision made by the grievance committee under clause 75 of these regulations, may, within 20 days from the date of the order or decision, prefer an appeal to the High Court.

(2) The Code of Civil Procedure, 1908 (Act V of 1908) shall apply to the appeal proceedings, so far as may be, notwithstanding anything contained in any other law for the time being in force.

Chapter XIV

Miscellaneous 

77. Miscellaneous Applications: (1) Where no specific right of filing an application is provided under these regulations, the Accredited Certification Service Provider may file an application as and when required subject to the payment of fee prescribed in Schedule I. 

78. Waivers and extensions: - (1) The Accredited Certification Service Provider may apply for an interim waiver or extension to comply with any specific obligation under these regulation from the Certification Council. The Certification Council may grant the interim waiver or extension in its sole discretion. 

(2) The discretionary decision of the Certification Council shall not be appealable or challengeable before any forum. 

(3) The application under sub-clause (1) shall be made in writing and be accompanied with the non-refundable fee prescribed in Schedule I.  

(4) The Certification Council shall have the rights and powers to waive any specific obligation, other than fee waivers, etc. in its sole discretion.

79. Manner of use of Accreditation Certificate and creation of marks: (1) No one shall act, represent and claim to be an Accredited Certification Service Provider unless he holds a valid Accreditation Certificate from the Certification Council.

(2) The Certification Council shall create digital as well as physical marks as it deems fit and appropriate to be affixed on Accreditation Certificate and the Accredited Certification Service Provider shall have the right to post the said mark on digital certificates as sign of holding valid Accreditation Certificate.  

(3) The Accredited Certification Service Provider shall immediately remove the digital mark from its certificates in case of expiry, suspension, or revocation of the Accreditation Certificate by the Certification Council.  

(4) The non-accredited certification service provider having cross certification arrangements with the Accredited Certification Service Provider shall not use the digital accreditation mark in its certificates and Accredited Certification Service Provider shall ensure non-usage of such mark by non-accredited certification service provider in its issued certificates. 

80. Power to inspect/General Surveillance: (1) Notwithstanding anything contained in the Ordinance or any other law for the time being in force, any authorized officer of the Certification Council shall have the right to inspect any document in the custody or possession of any person and to inspect any premises after service of a written notice sent through registered mail to the registered office or the last known address of the person.

(2) An authorized officer of the Certification Council may approach the relevant law enforcement agency to exercise powers under this clause.

(3) The Certification Council or the assessment committee constituted for the purposes of this Regulation shall have right to monitor and assess the services and operations of the Accredited Certification Service Provider with reference to its Certification Practice Statement and the Scheduled Standards at any time during the validity of the Accreditation Certificate and for that purpose, the assessment committee shall have right to:

(a) Get access and remain in the facility including all the systems as long as the assessment committee deems necessary;

(b) Collect the evidence and make extracts of logs, data and other information necessary for the purposes of assessment;

(c) Obtain records of complaints and actions taken thereon by the Accredited Certification Service Provider;

(d) Inspect physical security of the facility; and

(e) Check the performance and technical competence of Trusted Roles present in the facility including presence of adequate technical staff in the facility.

81. Security Procedures: - (1) The Certification Council may, in consultation with professional bodies and associations, prescribe auditing procedures and standards applicable to Certification Service Providers and Signature Creation Device.

(2) Till such time that the Certification Council prescribes procedures and standards under sub-clause (1) the Certification Service Providers and Signature Creation Device shall use such reasonable practices and procedures, as approved by the Certification Council from time to time. 

82. Guidelines: - (1) The Certification Council may formulate any such guidelines as may be required in order to give effect to the purpose of the Ordinance and to facilitate trust in the Public-Key infrastructure and to ensure standardization.

83. Right to give directions: - (1) The Certification Council shall, in its discretion, give directions to the Accredited Certification Service Providers at any time during the term of the accreditation especially relating to the management of incidents, security breaches and lapses etc. 

84. [bookmark: _heading=h.grzovkvg9ozo]Removal of difficulties: - (1) If any difficulty arises in giving effect to or applying the provisions of these Regulations, the Certification Council may make such orders, not inconsistent with these Regulations, as may be necessary for removing the difficulty.

85. Power to amend: - (1) The Certification Council, with the approval of the relevant Ministry, shall have the right to amend the provisions of these regulations as and when required.

(2) The Certification Council shall have right to amend the provisions of the Schedule and attached forms from time to time.

86. Employees deemed to be public servants: - All employees of the Certification Council, the members of the Certification Council and the Chairperson shall when acting in the exercise of their functions under these regulations be deemed to be public servants within the meaning of Section 21 of the Pakistan Penal Code, 1860 (XLV of 1860).

87. Immunity: - (1) No suit, prosecution or other legal proceedings shall lie against the Certification Council, the Chairperson, any member, officer or employee of the Certification Council in respect of anything done or intended to be done in good faith under these regulations.

88. Regulations to prevail: – (1) Notwithstanding anything contained anywhere in the law, in the event of any conflict or inconsistency between the provisions of these and any other regulations, the provisions of these regulations shall, to the extent of such conflict or inconsistency, prevail.

(2) In case of any inconsistency between any regulations formulated under the Ordinance, the interpretation which permits harmony between the inconsistent provisions shall be adopted. 

89. Repeal and Savings: - (1) The Certification Service Providers’ Accreditation Regulations 2008 shall stand repealed. Notwithstanding anything contained in these Regulations and subject to compliance with these regulations, upon the enforcement of these regulations, any right accrued, or liability incurred or action taken, or proceedings initiated by an Accredited Certification Service Provider under the Regulations 2008 shall continue in force and be deemed to have been made, imposed, levied, entered into, instituted, prepared, executed, accrued or incurred, taken and initiated under these regulations.

(2) All existing Accredited Certification Service Providers accredited under Certification Service Providers’ Accreditation Regulations 2008 shall be required to comply with the provisions of these regulations within a period of ninety (90) days from the date of enforcement of these regulations.








































Schedule I

Fee Schedule

The fee payable as and when applicable be paid according to the following payment schedule:

	Serial No. 
	Process
	Fee

	1. 
	Application for Accreditation
	PKR 100,000

	2. 
	Application for extension or waiver
	PKR 20,000

	3.
	Accreditation Fee for Firm:
· Domestic
· Foreign 
Amount calculated per valid Certificate (per Annum)
Accreditation Fee per (standard) CA:
Accreditation Fee per (extended validity) CA:
	
PKR 500,000
USD 20,000
PKR 1000

PKR 200,000
PKR 500,000

	4.
	Fee for discontinuation of status at the request of the Accredited Certification Service Provider
· Domestic
· Foreign
	

PKR 100,000
USD 1000 

	5. 
	Renewal Fee
· Domestic
· Foreign
· Per (standard) CA
· Per (extended validity) CA 
	
PKR 1,500,000
USD 15,000 
PKR 100,000
PKR 250,000

	6. 
	Fee for depositing certificate in repository 
	PKR 250 per certificate

	7. 
	Fee for each revoked certificate and for updating any certificate
	PKR 250 per certificate 

	8. 
	Miscellaneous application
	PKR 20,000

	9.
	Fee for transfer of operations
	PKR 100,000





Schedule II

Minimum Standards	Comment by Samar Masood: The council to comment on this 

Minimum Standards for Audit of Certification Service Provider:

1. Public-Key Infrastructure for Financial Services: ISO 21188
2. IT Security Management: ISO/IEC 27701 27001 and ISO/IEC 27002
3. RFC 3647 - Internet X.509 Public Key Infrastructure Certificate Policy and    	Certification Practices Framework (ietf.org)
4. Public Key Infrastructure, Certificates, Certification Practice Statement etc.: X.509	Comment by Aamna Tariq: What is this?

	Standards and RFCs for Non-WebTrust CSPs

	Guideline for CPS formulation
	· RFC 3647 - Internet X.509 Public Key Infrastructure Certificate Policy and    Certification Practices Framework (ietf.org)

	Audit standards for CSPs
	Financial CSPs
	· Public-Key Infrastructure for Financial Services: ISO 21188
· IT Security Management: ISO/IEC 27701 and ISO/IEC 27002
· FIPS 140-2/140-3

	
	Other CSPs
	· Public key infrastructure — Practices and policy framework: ISO 27099
· IT Security Management: ISO/IEC 27701 and ISO/IEC 27002
· FIPS 140-2/140-3

	Standards and RFCs for WebTrust CSPs

	Guideline for CPS formulation
	· RFC 3647 - Internet X.509 Public Key Infrastructure Certificate Policy and    Certification Practices Framework (ietf.org)

	Audit standards for CSPs
	· WebTrust Audit Standard
· IT Security Management: ISO/IEC 27701 and ISO/IEC 27002
· FIPS 140-2/140-3


Note: 
I. These standards are updated on annual basis. Latest versions of these standards will be applicable on ACSP or CSP desirous to be ACSP.. 
II. Standards referred within these standards will be automatically applicable to the ACSP or CSP.
 
 

Minimum Standards for Evaluation of Signature Creation Devices for Certification Service Providers, Companies or Individuals:

1. Digital Hashes: FIPS 180-4
2. Public Key Infrastructure, Certificates, Certification Practice Statement etc.: X.509
3. FIPS 140-2/140-3

Minimum Standards for Registration of Security Auditors:
1. 	ISO 27006 - Requirements for bodies providing audit and certification of information security management systems




Schedule III

Application for Grant or Renewal of Accreditation for domestic Certification Service Providers based on its Certification Services, Security Procedures and Signature Creation Device.
(Clause 3 and 4 of the regulations)

1. Name of Applicant: __________________________________
2. Registration Number:	_______________________________
3. Date of Incorporation/Partnership _______________________
4. Details of Business: 
a Head Office___________________________________
b Registered Office Address ___________________________________
c Name of Premises/Building/Village ______________________________
d Road/Street/Lane/Post Office ___________________________________
5. Person authorized to make the application:
a Name: __________________________________
b Address: ________________________________
c CNIC: __________________________________
d Phone: __________________________________
e Email: __________________________________
6. Web page URL address, if any ___________________________________
7. Paid Up Capital PKR ________________________________ 
(Attach documentary proof)
8. Insurance Details: 
9. Names, Addresses etc. of Partners/Members/Directors: [add list]
10. Whether the company or the Partnership is authorized to undertake the business of Certification Service Provider? Yes or No (circle the correct option)
11. Purpose of the application:
a Accreditation ______
b Renewal         ______
12. Bank Details:
a Bank Name 
b Branch 
c Bank Account No. 
d Type of Bank Account 
13. Description of facilities, system and hardware/softwares: ______
14. Name of the proposed auditors (at least two from the Approved Auditors’ List): 
a ____________
b ____________
15. Location of facility in Pakistan for generation of certificate:
16. List (Name & Qualification Details) of Trusted Roles as per Clause  27 12 sub
clause (4).	
17. Public Key: _______________________________	
18. Date of last audit/evaluation: ___________________________
19. Any other information	: ______________________
20. Details of operational centres: _______________________________
21. Proof of payment: [attach evidence]
22. Annexure A (Covering letter) attached alongwith requisite documents? Yes or No (circle correct answer)



Certificate:
I [add name] and [designation] the applicant certify that the contents of the above application are true and to the best of my knowledge and belief.
__________________
For & on behalf of
[Name], [designation] and [official seal]


Annexure A

Covering Letter

To

The Electronic Certification Accreditation Certification Council

< Covering letter on the company’s original letter head introducing the company, its program of operations setting out in particular the type of business for which the accreditation is required>

Dear Sir, 

Please find attached the documents in compliance with clause 3 and 4 of the Regulations 2023 for application of accreditation:

(a) Letter of intent to offer accredited certification services;
(b) Constitutive Documents i.e. certificate of incorporation, partnership deed/MOA and AOA;
(c) Documents required as per the minimum Standard(s) for Security Audit and
evaluation of signature creation device provided in Schedule II, where
applicable; 
(d) Internal Security Audit report or any other relevant security audit report(s);
(e) Attested copy of the latest audited annual financial statements of the applicant;
(f) Attested copy of the corporate authorizations allowing the submission of the application;
(g) Certification Practice Statement prepared in accordance with Chapter X of these regulations and Section 25 of the Ordinance and an affidavit declaring compliance with and adoption of the same;
(h) An affidavit relating to compliance with the minimum standards prescribed herein;
(i) Performance guarantee in accordance with clause 5;
(j) Names and details of the personnel appointed to fill the roles defined in clause 12;  
(k) Details relating to board/management etc.;
(l) Copy of the refund policy clearly stating the manner of refund of fees to subscribers in the event the accredited status of the Accredited Certification Service Provider is revoked under clause 9 or where the Accredited Certification Service Provider revokes a certificate of a subscriber under clause 46.
(m) Non- refundable fee in accordance with Schedule I;
(n) Declaration of solvency and as to any pending proceedings including criminal and civil against the entity, management, professional, technical staff etc. 
(o) Such other information or documentation as the Certification Council may, from time to
time, require, including without limitation, supplementary information or
documentation required by the Certification Council to clarify the information contained in
the application.

Note: all declarations shall be on stamp papers.


__________________
For & on behalf of
[Name], [designation] and [official seal]



Schedule III-A
Application for Grant or Renewal of Accreditation for Signature Creation Devices 
(Clause 21 of the regulations)
1. Name of Applicant: __________________________________
2. *Registration Number:	_______________________________
3. *Date of Incorporation/Partnership _______________________
4. *Details of Business: 
a Head Office___________________________________
b Registered Office Address ___________________________________
c Name of Premises/Building/Village ______________________________
d Road/Street/Lane/Post Office ___________________________________
5. Person authorized to make the application:
a Name: __________________________________
b Address: ________________________________
c CNIC: __________________________________
d Phone: __________________________________
e Email: __________________________________
6. *Web page URL address, if any ___________________________________
7. *Paid Up Capital PKR ________________________________ (Attach documentary proof)
8. *Insurance Details: 
9. *Names, Addresses etc. of Partners/Members/Directors: [add list]
10. *Whether the company or the Partnership is authorized to undertake the business of Certification Service Provider? Yes or No (circle the correct option)
11. Type of accreditation:
a Signature Creation Device
12. Purpose of the application:
a Accreditation ______
b Renewal         ______
13. Bank Details:
a Bank Name 
b Branch 
c Bank Account No. 
d Type of Bank Account 
14. *Location of facility in Pakistan for generation of certificate:____________	
15. Description of facilities, system and hardware/softwares: _______________
16. Name of the proposed auditors (at least two from the Approved Auditors’ List: 
a ____________
b ____________
17. Date of last audit/evaluation: ___________________________
18. Details of operational centres: _______________________________
19. Any other information	: ______________________
20. Proof of payment: [attach evidence]
21. Annexure A (Covering letter) attached alongwith requisite documents? Yes or No (circle correct answer)
* Marked points may not be applicable for natural person.



Certificate:
I [add name] and [designation] the applicant certify that the contents of the above application are true and to the best of my knowledge and belief.
__________________
For & on behalf of
[Name], [designation] and [official seal]


Covering Letter
To
The Electronic Certification Accreditation Council
< Covering letter on the person’s original letter head introducing the person/entity, its program of operations >
Dear Sir, 
Please find attached the documents in compliance with Clause 21 of these Regulations for application for the accreditation of Signature Creation Devices:
i) *Constitutive documents;
ii) Brief statement explaining the purpose of the Crypto Apparatus; iii) The Applicant shall prepare a detailed statement in a manner acceptable to the Certification Council which shall contain at least details of the following:
a. Detailed technical specifications, prescribed usage and other relevant information of the Signature Creation Devices;
b. Purpose and applicability of Signature Creation Devices;
c. Hardware/Software required for usage of Signature Creation Devices;
d. Security policies;
e. Details about mechanisms to ensure that the Signature Creation Devices is not used for jeopardising public safety, law enforcement and national security;
f. Details about the interoperability with other Signature Creation Devices;
g. Details relating to the Key Management system including, but not limited to, Key generation, storage, processing, transmission and destruction of keys;
h. *Facility management and security protocols;
iv) Attested copy of the latest audited annual financial statements of the Applicant;
v) Attested copy of the corporate authorizations allowing the submission of the application;
vi) Names and details of the management of the Applicant in case of a legal person;  
vii) A statement including the procedures with respect to identification of a subscriber;
viii) Non-refundable fee in accordance with Schedule I;
ix) Declaration of solvency and as to any pending proceedings including criminal and civil against the entity, management, professional, technical staff etc.; and
x) Such other information or documentation as the Certification Council may, from time to time, require, including without limitation, supplementary information or documentation required by the Certification Council to clarify the information contained in the application.

Note: all declarations shall be on stamp papers.

For & on behalf of
[Name], [designation] and [official seal]









































Schedule IV

Application for Grant or Renewal of Accreditation for Foreign Certification Service Providers
(Clause 51 of the regulations)

1. Name of Applicant: _________________________________
2. Registration Number:	_______________________________
3. Country of registration: ______________________________
4. Date of Incorporation/Partnership _____________________
5. Details of Business: 
a Head Office___________________________________
b Registered Office Address ___________________________________
c Name of Premises/Building/Village ______________________________
d Road/Street/Lane/Post Office ___________________________________
6. Person authorized to make the application (authorized in accordance with Power of Attorney Act):
a Name: __________________________________
b Address: ________________________________
c CNIC: __________________________________
d Phone: __________________________________
e Email: __________________________________
7. Web page URL address, if any ___________________________________
8. Paid Up Capital PKR ________________________________ (Attach documentary proof)
9. Insurance Details: __________________________________
10. Names, addresses etc. of Partners/Members/Directors: [add list]
11. Whether the company or the Partnership is authorized to undertake the business of Certification Service Provider? Yes or No (circle the correct option)
12. Type of accreditation:
a Certification Service Provider
b Crypto Apparatus
13. Purpose of the application:
a Accreditation ______
b Renewal         ______
14. Bank Details:
a Bank Name: ______________________________
b Branch: __________________________________
c Bank Account No.: _________________________
d Type of Bank Account : ______________________
15. Location of facility for generation of certificate: ____________	
16. Date of last audit: ___________________________
17. Any other information	______________________
18. Details of operational centres: _______________________________
19. Annexure A (Covering letter) attached alongwith requisite documents? Yes or No (circle correct answer)


__________________
For & on behalf of
[Name], [designation] and [official seal]

Certificate:
I [add name] and [designation] the applicant certify that the contents of the above application are true and to the best of my knowledge and belief.


Annexure A

Covering Letter

To

The Electronic Certification Accreditation Certification Council

< Covering letter on the company’s original letter head introducing the company, its program of operations setting out in particular the type of business for which the accreditation is required>

Dear Sir, 

Please find attached the documents in compliance with clause 3 and 4 of the Regulations 2023 for application of accreditation:

(a) Letter of intent to offer accredited certification services;
(b) Constitutive Documents i.e. certificate of incorporation, partnership deed/MOA and AOA;
(c) Details relating to Signature Creation Device;
(d) The corporate compliances etc. under the relevant laws of the country where the Foreign Certification Service Provider is registered or provides certification services;
(e) The requirements under the certification laws where the Foreign Certification Service Provider is registered or provides certification services
(f) financial and human resources, including existence of assets within the country where it is registered or provides certification services;
(g) trustworthiness of security procedures;
(h) Regularity and extent of audit by an independent body;
(i) Security Procedures and Guidelines including but not limited to key management, password management, user management, data protection, software management, backups, audit logs, risk management, disaster management etc.;
(j) Security Audit report prepared in compliance with clause 4;
(k) Attested copy of the latest audited annual financial statements of the applicant;
(l) Attested copy of the corporate authorizations allowing the submission of the application;
(m) Certification Practice Statement prepared in accordance with Chapter X of these regulations and Section 25 of the Ordinance and an affidavit declaring compliance with and adoption of the same;
(n) An affidavit relating to compliance with the minimum standards prescribed herein;
(o) Performance guarantee in accordance with clause 5;
(p) Names and details of the personnel appointed to fill the roles defined in clause 12;  
(q) List of personnel with IT security certifications e.g. CISSP, CISM, CEH, CISM etc. 
(r) Details relating to board/management etc.;
(s) Copy of the refund policy clearly stating the manner of refund of fees to subscribers in the event the accredited status of the Accredited Certification Service Provider is revoked under clause 9 or where the Accredited Certification Service Provider revokes a certificate of a subscriber under clause 37;
(t) Concise detail of the methodology and infrastructure for providing certification services;
(u) A statement including the procedures with respect to identification of a subscriber;
(v) A statement for the purpose and scope of anticipated certifications services, its technology, management, or operations to be outsourced;
(w) Fee in accordance with Schedule I which shall be non-refundable;
(x) Declaration of solvency and as to any pending proceedings including criminal and civil against the entity, management, professional, technical staff etc. 

Note: all declarations shall be on stamp papers.

__________________
For & on behalf of
[Name], [designation] and [official seal]




Schedule V

Application for Discontinuation of Accreditation for Certification Service Providers (domestic and foreign)
(Clause 9 of the regulations)

To

The Electronic Certification Accreditation CouncilCertification Council

Subject: Discontinuation of Accreditation for Certification Service Providers (domestic and foreign)

1. Name: 
2. Address:
3. Phone number:
4. Date of Accreditation:
(a) Current validity:
(b) Renewals (if any)
5. Proof authority to apply for discontinuation (attach proofs)
6. Requirements: 
(a) Date of service of notice to the CouncilCertification Council (to be submitted in writing in the form prescribed by the CouncilCertification Council): 
(b) Date of advertisement
(c) Date of notification to subscribers and certifying authorities in the manner specified in Form A to this Schedule
7. Manner of revocation:
8. Arrangements for subscribers later:
9. Retention of records:
10. Payment of reasonable compensation:
11. Date of destruction of signing date:
12. Arrangements for archival:
13. Survival of liabilities:
14. Fee: 
15. Declaration:
(a) As to no pending liabilities
(b) As to compliance with all laws
(c) As to compliance with the Certification Practice Statement

Proofs to be attached to substantiate all points and all declarations shall be made on stamp papers.


__________________
For & on behalf of
[Name], [designation] and [official seal]


Form A to Schedule V

Notice of Discontinuation

Pursuant to Certification Service Providers’ Accreditation Regulations 2023 and reference to the Accreditation Certificate dated [insert date], the Accredited Certification Service Provider hereby gives you the discontinuation notice of 90 days prior to the discontinuation of services, subject to fulfilling of other conditions. It is hereby provided that till the effective date of discontinuation and subject to the permission of the Certification Council, the Accredited Certification Service Provider shall continue to provide the interrupted services to its subscribers and shall be subject to all liabilities in respect of those services provided by it under the terms of its Accreditation Certificate. The notice is given under an express authority of the Accredited Certification Service Provider.




Schedule VI

Performance Guarantee
 (Clause 5 of the regulations)
 
Guarantee Number:
Issuance Date:  
Expiry Date:
Guarantor Name: 
Registered Office Address:
​​
 
 
Whereas ___[Company Name] having their registered offices at [Company Address]____, Lahore hereinafter referred to as the “CSP” requested us to furnish a Bank Guarantee in your favour in the sum of PKR 20 10 Million as Bank Guarantee in terms of the Clause 5 __ of the Certification Service Providers’ (Domestic and Foreign) Accreditation Regulations, 20232 (“Regulations”).
 
NOW, THEREFORE, the Guarantor hereby guarantees that the CSP shall perform the obligations under the Regulations and the agreement executed between ECAC and the CSP dated [] on the terms expected from the CSP and at the time specified in the Agreement and Regulations and if he fails and commits defaults in fulfilment of any of his obligations for which the payment is made, the Guarantor shall be liable to you for payment not exceeding the Guarantee amount.
 
We M/s ____, the Guarantor hereby agree:
 
1) To make an unconditional & irrevocable, guarantee and undertake to pay you an amount of PKR 20 10 Million in the event of any default / failure on the part of the CSP to discharge and fulfil all or any of the obligations regarding the Agreement and Regulations. 
 
2) The Guarantor shall be obliged to pay you a sum up to a maximum of PKR 20 10 Million on the first written demand without any protest or objection and without any reference/recourse to CSP and notwithstanding any contestation by the CSP or existence or any dispute whatsoever between you and the CSP, within five working days of the receipt of your demand to you or to your successors. The CSP hereby agrees that all sums of money as demanded under this guarantee shall be paid immediately.
 
3) The Guarantor agrees that a communication from any of your authorized officers to the effect that there has been a default/failure on the part of the CSP shall be final, conclusive and binding on the Guarantor.  The Guarantor specifically agrees that the amount mentioned in the demand shall not be contested and shall be presumed to be the balance lawfully due to you and shall be paid in full to you within five working days of making such demand.
 
4) This Guarantee shall be irrevocable and unconditional in all circumstances and it shall in no way be dependent on the Agreement or Regulations. 
 
5) The Guarantee will be extended in case of any extension of the Agreement between CSP and the ECAC, however, at no time shall this Guarantee be dependent on the terms of Contract.  
 
7) The Guarantee shall be governed by the laws of Pakistan and shall be subject to the Uniform Rules for Demand Guarantees, published as number 458 by the ICC. 
 
 
 
Signatories:

______________________​​​​​________________________
 


Witnesses:

______________________​​​​​________________________

______________________​​​​​________________________
 



Schedule VII

Amendments to the Certification Practice Statement
(Clause 6152 of the regulations)

To

Electronic Certification Accreditation CouncilCertification Council
[Insert Address]

Subject: 	Application for Approval of Changes in Certification Practice Statement

The [insert the descriptive name], the Accredited Certification Service Provider has, in accordance with the provisions of its Certification Practice Statement, proposed and effected the following changes/modifications/deletions in its approved Certification Practice Statement, the details of which are as follows:

1. Changes/modifications:
a) Original clauses: (specify each item with proper reference)
b) Changed/modified clauses: (specify each changed/modified clauses)
2. Incorporation of new items/clauses in CPS: (specify the insertion of new items/clauses in new CPS and reference must be made to the change procedure follow up in CPS) and (append new CPS herewith)
3. Deletions: (specify the items deleted)
4. Reasons:
a) Reasons for changes/modification:
b) Reasons of deletions:
5. Effect of changes/modifications/deletions: (specify in detail the effectiveness of changes etc. in provision of Certification Services)
6. Changes made to other documents for coherency and effective provision of Certification Services: (specify in detail)
7. Person responsible for changes: (specify the name/designation/contact numbers etc.)
8. Application fee: (attach the proof in original of the prescribed fee)

Yours truly,


__________________
For & on behalf of
[Name], [designation] and [official seal]



Schedule VIII

Indemnity Bond 
(Clause 5 of the regulations)


To
Electronic Certification Accreditation Council
Ministry of Information Technology, IT & Telecommunications Division
The Government of Islamic Republic of Pakistan
[Address of the Certification Council]
Islamabad



This Indemnity is given by the [] (“Indemnitor”) at _________ this ___________ day of _________, 20[].


WHEREAS

A. The Electronic Certification Accreditation Certification Council (the “Indemnitee”) has granted an Accreditation under the Electronic Transaction Ordinance, 2002 (the “Ordinance”) read with the Certification Service Providers’ Accreditation Regulations, 2023, to [] vide Accreditation Certificate dated [], the terms and conditions of which are integral part of this Indemnity.

B. The Indemnitor under the Accreditation Certificate is to provide the services as envisaged under the Ordnance subject to the conditions, manner and form as laid down in the application regulations of the Indemnitee.

C. The Indemnitor under the Regulation No. [] of the Certification Service Providers’ Accreditation Regulations, 2023 is under an obligation to furnish an indemnity to the Indemnitee in the sum of Rs. [] (the “Indemnity Sum”) on terms and conditions acceptable to the Indemnitee.

NOW THEREFORE, the Indemnitor, hereby unconditionally, absolutely and irrevocably agrees with the Indemnitee, as primary obligor and not merely as surety, to pay to the Indemnitee on its first written demand, without recourse or reference to any other remedy, the entire amount of the Indemnity Sum, and the Indemnitor further agrees absolutely, unconditionally and irrevocable as follows:

1. The Indemnitor hereby irrevocably, absolutely and unconditionally agrees to save the Indemnitee from any loss occasioned by its failure to fully, faithfully and properly perform all the obligations of the Accreditation. Notwithstanding the foregoing, the Indemnitor’s obligation hereunder to pay to the Indemnitee the Indemnity Sum on its first written demand shall be independent of the terms and conditions of the Accreditation, and shall not require or be subject to any proof or specification of the nature of breach by the Indemnitor of its obligations under the Accreditation Certificate.

2. Once the Indemnitee becomes aware that it may have a liability as a result of the demand (“Demand”) under the Agreement, including without limitation any principal, interest, charges, fees, fines resulting from offences, penalties, expenses effuses from rectifications’ costs and negligent performance of functions as Accredited Certification Service Provider or losses, following a default in performing its obligations under the Accreditation Certificate, it shall give notice (failure to give such notice shall not affect the obligations of the Indemnitor hereunder if the Indemnitor has knowledge of the potential liability or where the Indemnitor is not otherwise materially prejudiced as a result of the failure) in writing, in any manner, to the Indemnitor of the circumstances giving rise to the liability or the potential liability as soon as practicable. The Indemnitee shall assign to the Indemnitor (so far as legally possible) the rights of actions against any third party in relation to and to the extent of the Demand and give such assistance as reasonable in relation to the enforcement of such rights of actions as the Indemnitor may require.

3. In the event of a Demand referred above, the Indemnitor shall promptly, fully and completely pay or otherwise discharge the Demand.

4. The Indemnitor’s obligations under this Indemnity shall, unless discharged earlier by prompt, full and complete payment by the Indemnitor of the Indemnity Sum hereunder or released in writing by the Indemnitee addressed to the Indemnitor, remain in full force and effect during the entire period of validity of Accreditation.

5. The Indemnitor acknowledges and agrees that none of the liabilities hereunder shall be reduced, discharged or otherwise affected by any present future or contingent liability of the Indemnitor and including without limitation, any right or otherwise of the Indemnitor or any other person to set off or otherwise adjust any such liability against any amount payable to the Indemnitee under this Indemnity.

6. This Indemnity shall be in addition to, and nor in substitution for or derogation of, any other security that the Indemnitee may at any time hold in respect of the obligations of the Indemnitor under the Accreditation. The Indemnitee may enforce this Indemnity notwithstanding that the Indemnitee has available to it any other remedy at law or equity and the Indemnitee shall not be obliged before taking steps to enforce this Indemnity to exercise any other remedies that may be available to the Indemnitee or to make a demand on or issue notice to, or initiate any proceedings, or obtain judgment against, the Indemnitor.

7. The Indemnitor shall on demand by the Indemnitee and on full indemnity bases, pay to the Indemnitee the amount of all costs and expenses which the indemnity incurs in relation to enforcement of the Indemnity.

8. Any Demand may be made in writing and communicated to the Indemnitor through facsimile, courier, registered post or personal delivery at the Indemnitor’s offices at [] setting out the sum, not exceeding the Indemnity Sum, called in under the Indemnity. Any demand for payment or notice hereunder shall be deemed effective:
(a) If sent by post or courier, forty-eight (48) hours after the same was posted or couriered, whether or not actually received by the Indemnitor;
(b) If sent by personal delivery, at the time of actual delivery;
(c) If sent by facsimile on a business day before 1600 hours, on that business day; and
(d) If sent by facsimile on a day which is not a business day or after 1600 hours on any day, on the immediately succeeding business day.

9. No set-off, counterclaim, any right of subrogation, reduction or diminution of any obligation that the Indemnitor has or may have against any other person shall be available to or exercised by the Indemnitor against the Indemnitee in connection with any of the Indemnitor’s obligations to the Indemnitee under this Indemnity.

10. The Indemnitor, undertake, confirm, represent and warrant that:

(i) The indemnitor have full power, authority, and legal right to incur the obligations, to execute and deliver, and to perform and observe the terms and provisions of this Indemnity;
(ii) Obligations under this Indemnity constitute the Indemnitor’s legal, valid, binding, and enforceable obligations in accordance with its terms; and
(iii) All necessary action has been taken, and all approvals required have been obtained to authorize the execution, delivery, and performance of this Indemnity.

11. Any and all amounts payable by the Indemnitor under the terms of this Indemnity shall be paid free and clear of any duty, impost, levy charge, fee or tax of whatsoever nature (“Tax”) which is or may become applicable to any payment hereunder. If under the applicable law the Indemnitor is obliged to deduct Tax, the amount to be paid to the Indemnitee hereunder shall be increased by a sufficient amount so that such payment, net of the Tax, would equal the payment the Indemnitee would have received if no deduction for Tax was made.

12. No failure or delay by the Indemnitee in the exercise of any right or remedy under this Indemnity shall constitute a waiver of that right or remedy. No single or partial exercise of any right or remedy shall preclude any other or further exercise thereof or the exercise of any other right or remedy. No waiver by the indemnitee shall be effective unless it is in writing and addressed to the Indemnitor.

13. This Indemnity shall be binding upon and inure to the benefit of its respective successors and assigns.

14. If any provision contained in this Indemnity is held or found to be invalid, illegal, or unenforceable in any respect, the remaining provisions shall be given effect to the extent permitted by law and the invalidity, illegality, or unenforceability of any provision shall not affect the validity of the remaining provisions of this Indemnity.

In witness of the foregoing and intending to be legally bound thereby, the indemnitor being the indemnitor irrevocable, absolutely and unconditionally as the primary obligor and not as surety, have caused this indemnity to be executed by the indemnitor’s officer duly authorised in this behalf in the presence of witnesses on the date and year first above written.

FOR AND ON BEHALF OF [The ACSP]

_______________________________
Signature
Full name:

Designation:

NIC:


WITNESSES:

1

_________________________________
Signature

Full Name:

Designation:

NIC:


2

_________________________________
Signature

Full Name:

Designation:

NIC:


1 
0 
6 
